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Purpose: Cross-border digital services are growing rapidly in the East African Community
(EAC), with higher demand for secure, trustworthy data exchange and safeguarding of
institutions' data ownership and privacy. Given these issues, this paper presents a Privacy-
Preserving Federated Data Exchange Architecture (PP-FDEA).

Methodology: The architecture integrates federated learning, decentralized data control,
authentication, authorization, consent management, encryption and differential privacy, as
well as auditable governance. Country Health Indicators data is distributed across virtual
EAC nodes representing Kenya, Uganda and Tanzania to evaluate the proposed architecture.
The data used for training are stored locally and the number of samples is about 775—780 per
node and the distribution does not change even by 5 samples.

Findings: The Multi-Round FedAvg achieves an independent-test accuracy of about 0.82 and
a DP-FedAvg with noise multiplier 0.3 achieves an independent-test accuracy of 0.80.
Latency 1is still low, between 0.50 and 0.61ms, while all five governance and security
scenarios get a score of 100%.

Unique Contribution to Theory, Practice and Policy: Overall, the results show the
potential of PP-FDEA for providing secure, privacy preserving, scalable and trusted EAC
cross-border digital services.

Keywords: Federated Learning; Differential Privacy; Cross-Border Data Exchange; Data
Sovereignty, East African Community (EAC).
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1. Introduction

New developments in digital public infrastructure, eID, mobile financial services, digital
health, e-government and cross-border trade are revolutionizing service delivery in the East
African Community (EAC) [1]. In an era of increasingly entangled regional economies, the
availability of trustworthy exchanges of personal, financial, administration and transactional
data across borders is vital to interoperable digital services [2]. But traditional architectures of
central data sharing raise a number of concerns — both in relation to privacy, data sovereignty,
unauthorised access, regulatory fragmentation and institutional trust [3]. The problems are
especially significant in the EAC region where the member states have different legal,
technological, organizational and cyber security systems and frameworks [4]. The federated
data exchange architecture approach may help to resolve these problems by allowing local
authorities to have full ownership of the data and using secure, auditable and interoperable
structures to share only authorized data [5-7].

While there have been significant efforts to improve privacy, as well as the implementation
of federated identity, distributed systems, privacy-preserving technologies and secure data-
sharing protocols, many these approaches still deliver the fragmented solutions that fail to
meet privacy preservation, cross-border interoperability, trust management, consent,
accountability and regulatory compliance at the same time [8-10]. Lack of a regionally
acceptable framework would create higher exposure risks of data and limit the growth of the
development of seamless digital services in member states of the EAC [11]. Hence, a
conceptual solution for Privacy-Preserving Federated Data Exchange Architecture (PP-
FDEA) is proposed that integrates federated governance, decentralized data control, robust
authentication and encryption, data access consent, privacy-enhancing mechanisms, trusted
transaction log and policy-based interoperability [12-14] . This architecture could provide a
secure way to exchange information without needless centralization of sensitive data and thus
help to reinforce the privacy of users, the autonomy of institutions and the trust in area digital
services. The objectives of this study are to:

1. To develop a privacy-preserving federated data exchange architecture that enables
secure and controlled cross-border data sharing while retaining data sovereignty
within participating EAC institutions and jurisdictions.

1. To design a trusted interoperability and access-control framework integrating
federated identity, authentication, authorization, consent management, encryption and
policy enforcement for secure digital-service transactions.

iii.  To establish privacy, trust and accountability mechanisms using privacy-enhancing
technologies, auditable transaction records, data-minimization principles and risk-
aware governance for cross-border information exchange.

iv. To evaluate the proposed architecture in terms of privacy protection, security,
interoperability, latency, scalability, trustworthiness and service efficiency under
representative EAC cross-border digital-service scenarios.
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Figure 1: System architecture: FL algorithm layer: FedML open platform [15]

The rest of the paper is organized as follows. Section 2 provides an overview of the literature
where the concept of federated data exchange, privacy-preserving computing, digital identity,
cross-border interoperability, cybersecurity and trusted digital services were explored and the
key study gaps pertinent to the EAC environment were identified. The problem, the
requirements of the system, assumptions taken, the threat model and the design principles
that guided the design of the proposed architecture are introduced in Section 3. In Section 4,
the proposed privacy-preserving federated data exchange architecture is introduced which
consists of federated nodes, identity and trust layer, consent and policy-management layer,
secure communication layer, privacy-preserving components and audit framework. The
methodological and evaluation framework are described in Section 5 for the evaluation of
security, privacy, interoperability, computational overhead, communication latency,
scalability and reliability. The results of the evaluation are presented and discussed in section
6 in comparison with conventional and centralized approaches to data exchange. The
implications for trusted cross-border digital services, data sovereignty, institutional
governance and regional digital integration are discussed in section 7. Finally, in Section 8,
the work is concluded and future study directions such as real-world pilot deployment,
advanced privacy-enhancing technologies, Al-assisted trust management and adaptive
regulatory-policy enforcement across EAC member states are highlighted.

2. Literature Review

In recent years, a significant amount of study has been directed towards privacy-preserving
federated architectures in the cross-border provision of services in healthcare and information
technology. Zhang et al., 2026 [16] used the XACML access control model to provide
attribute-based access control (ABAC) and proposed FLA3, which operates authentication,
authorization and accounting (AAA) based on XACML, cryptographic accounting and study-
scoped federation. Evaluation showed that the model's predictive performance was on par
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with centralized learning and it was deployed at 5 institutions in 4 countries and evaluated on
54,446 samples from 35,315 subjects from 25 evaluation centres, all while maintaining
governance constraints. Likewise, with regard to cross-sectional telemedicine models, Meyo
and colleagues designed a FL model based on synthetic EHRs across 7 hospitals in the three
nations of Kenya, Tanzania and Uganda [17]. Increased the accuracy by 0.0665, recall by
0.1193 and F1 by 0.0657 compared to centralized training. Under centralized learning, the
success rate for the model-inversion attack was 0.696, whereas it was reduced to 0.638,
which was a decrease of 8.4%, with the membership-inference leakage around the AUC of
0.50. Regarding interoperability needs for Foundational Identity Systems in the African
digital identity domain, Ibor et al. (2025) [18] discussed several challenges, including data
sovereignty, institutional trust, vendor lock-in, system compatibility and incomplete
legislation. It compare eIDAS and Estonian X-Road and show the relevance of
interoperability of identity and authentication mechanisms for cross-border digital
government services.

In addition to health and identity, researchers have explored privacy, governance,
cybersecurity and digital trade as related facets of the cross-border flow of data. For the
heterogeneous FL, Lin et al. 2025 [19] proposed a FL system that integrates differential
privacy (DP), partial homomorphic encryption (PHE), blockchain and automated regulatory
governance. It guaranteed a data-protection integrity of 97.3% and a prediction accuracy of
89.4% with 12.8 million cross-border transactions, while minimizing privacy leakage from
15.1% to 1.9% (p<0.001). It also successfully cleared through 83.6% of simulated ethical
conflicts and minimized free-riding by 67.2% with governance latency of 162 ms at 10,000
TPS. Sarhan et al. (2023) [20] suggested an SDPA that uses a decentralized Private Set
Intersection process with an average CPU-based processing time of about 775 ms which was
much less than that of the ADB-SMC with an average CPU-based processing time of 900 ms.
In the EAC region, Joseph et al. (2026) [21] found that trust deficiencies, interoperability
issues, infrastructure limitations, sovereignty concerns and legal fragmentation were
significant challenges to cyber-threat-intelligence sharing between Kenya, Uganda and
Tanzania. Okwor et al., 2026 [22] also noted that 76.5% of the experts identified regional
blocs as being very important to Al governance and 67.6% identified capacity gaps as not
enough technical, legal, or institutional capacity. These results all point toward the need to
strengthen the effectiveness of the technical mechanisms for protecting privacy and security
with enforceable regional governance and trust mechanisms.

In terms of cross-border services, study on digital trade in Africa further stresses the
importance of infrastructure, regulatory harmonization and institutional readiness. A
conceptual model that connects the concepts of cross-cultural adaptation, green marketing
and inclusive business-model innovation through digital platforms and FinTech was
developed by Ebabu et al. (2026) [23]. However, African cross-border trading in e-commerce
continues to be hindered due to digital divides, logistics inefficiencies, trust issues and
regulatory fragmentation, as highlighted by Sampson et al. (2025) [24]. In a study of 94
Rwandan women entrepreneurs, Mutesi et al. (2025) [25] highlighted limited literacy to
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digital technologies, technology adoption and awareness of the AfCFTA regulations as key
challenges. The same was found by Olalekan et al. (2024) in the African context where
regulatory fragmentation and infrastructure deficits and cyber security risk were also
identified as hindrances to the functioning of African Cross-Border Payment Systems. Panga
et al. (2024) [27], based on 376 respondents, found significant effects of one-stop border
posts (B=0.636), coordinated agencies (f=0.261), trade facilitation (=0.245) and customs
harmonization (p=0.211) on logistics performance. Building digital connectivity and policy
harmonisation were also found by Ahmed et al. (2024) [28] to challenge regional integration.
Subramanian et al. [29] showed privacy-preserving identity access and identity-based
attribute access control in the federated cloud. More recently, Abraham et al. (2026) [30]
proposed AfriPShare, which was based on FL and Local Differential Privacy that achieves
accuracy of 94.3% + 0.6% on &=1.0. Huang et al. (2026) [31] proposed FedPrivGov for
prediction tasks across organizations in the field of public health and achieved a 7%
improvement in accuracy (from 74.3% to 81.2%) and 77% improvement in AUC (0.761 to
0.833), with only about 1% loss under privacy constraints. Taken together, these studies show
that current solutions focus primarily on privacy, interoperability, governance, or digital
infrastructure, but do not consider them in relation to each other. The architecture of a
coordinated exchange of federated data with emphasis on trusted, sovereign and interoperable
cross-border digital services in the EAC has still not been developed to a level sufficient
enough to handle data exchange.

3. Research Methodology

The study follows a design-science and experimental study approach to design and assess
federated data exchange architecture with privacy protection for trusted cross-border digital
services in the EAC. The methodology was based on the idea that the base paper, which was
to have the sensitive data remain within participating institutions and have the governance
and security controls placed in the orchestration layer of the federation. The architecture in
the base paper was a separation of coordination, local gateway functions and execution of the
studies, with institutional data sovereignty.

Cross Border data
governance
Requirement

Analysis

Privacy Preserving
data Exchange
Mechanism

System
Architecture

Federated Utility
Evaluation

Figure 2: Framework of the Methodology
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3.1 Dataset Collection

The dataset was the Country Health Indicators dataset [33], which was a public dataset and
could be used to simulate cross-border federated data exchange. The data was compiled from
a variety of open sources, such as COVID-19 cases and deaths, cause of death, food sources,
health care systems, vaccination status, school closures and socioeconomic indicators. In the
suggested architecture of the EAC, it was proposed that the architecturally defined EAC
Country-level records are partitioned to individual virtual institutional nodes representing the
participating entity states of EAC. All records are kept locally stored and only updates to the
models (which do not expose private information) or aggregated information are shared.

3.2 Data Preprocessing

Each participating EAC institution preprocesses the data prior to federated computation. All
of the raw data items are subject to the control of institutions throughout the cleaning,
normalization and transformation of features. The procedures involve data quality
enhancement, data consistency and exchange of only processed model
representations/represents or outputs authorized by the federation coordinator which ensures
data privacy and data sovereignty.

D{ = Preprocess (D;) €))
e Data Cleaning

Before the federated learning process, local data cleaning processes are applied to eliminate,
correct or update invalid/duplicated/incomplete/inconsistent records. No raw data was shared
externally; each institution has its own set of quality rules to apply to its data. This process
increases reliability and consistency of participating datasets and maintains institutional
ownership and confidentiality of sensitive cross-border information.

D; = Clean (D;) 2)
Di = {x € D;| Valid(X) = 1} 3)
e Data Normalization

It normalizes the numerical attributes locally to decrease differences in scale across
institutional data sets. Min—max normalization scales each feature to a known range, usually
[0, 1]. Normalization prior to model training helps to improve numerical stability, facilitates
an effective optimization and avoids high magnitude attributes dominating the federated
learning results.

X— Xmi
x' = min 4
Xmax —Xmin ( )

0<x' <1 ®))
e Local Feature Transformation

Feature transformation was locally applied to transform the attributes of each institution to
appropriate representations for the federated model training. The transformation could be
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encoding, dimensionality reduction or feature extraction. The processing takes place before
the communication step; sensitive raw features stay inside the institutions, reducing the
exposure and enabling the creation of uniform inputs for the computation processing that
takes place across institutions.

x| = f(X;) (6)

X; +» Coordinator (7
3.3 Cross-Border Data Governance Requirement Analysis

The proposed data governance framework for cross-border data exchange assures trust and
proper authorization of the EAC institutions involved in data exchange [34]. The federation
was secured by a registered identity of the institutions established with a digital certificate
which ensures protection of the federation from unauthorized entry. The authentication
decision was defined as:

1, Cert(n) € TrustRegistry
0, otherwise

AuthID(n) = { 3

The (Cert(n)) symbol stands for the participant certificate and the (TrustRegistry) symbol was
for the trusted EAC institutional registry. The services are also authorized in a service-scoped
manner:

1, n € Members(s)

ServiceAuth(n,s) = {O, n @ Members (s) )]
Role based least-privilege access restricts operations as per the role assigned:

1, Role(n) € Allowed(a)
0, otherwise

RoleAuth(n,a) = { (10)

Temporal validity means that the authorization would only be accepted before the expiration
of the service:

_(1, t<Expiry(s)
Vs(s, t) = {0, t > Expiry (s) "

The combination of the two authorization conditions could then be written as follows:
Access(n,s,a,t)=AuthID(n)xServiceAuth(n,s)*RoleAuth(n,a)xVs(s,t) (12)

Thus, (Access=1) only when all governance conditions are satisfied; otherwise, access was
denied. Finally, accountability was maintained through:
AuditEvent=(IDn ,A,S,T,D,P) (13)

Maintaining traceability of all Cross-Border operations involving security.
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3.4 System Architecture of the Proposed EAC Federated Data Exchange

The proposed architecture consists of three principal layers, adapted from the base paper’s
three-layer federated architecture [35]. The base paper uses central coordination, site-local
gateways and isolated application processes to preserve institutional data sovereignty.

e Central Federation Coordination Layer

The entities participating to the Federation are managed from a central point by the EAC
Federation Coordinator, the service registration, the Federation sessions, the policy
distribution, the model updates, the aggregation, the trust and the auditing. Sensitive data was
kept in the institution, thus eliminating the possibility of centralized data exposure [36].
During federation operations, the coordinator was responsible for only authorised metadata,
policies and model parameters.

RawDataCoordinator=0 (14)
e  Member-State Gateway Layer

Every EAC institution has a local gateway that handles federated learning, security functions,
data and policy management in a secure way [37]. The gateway provides institutional control
on sensitive information with federal coordination control of communication. No raw data
leaves the institution, enabling the sharing of data across the nations while preserving privacy
and controlled participation.

Gi = { DBl . PEPl 5 FLI 5 SECI } (15)
RawData; » Coordinator (16)
e Local Data and Federated-Service Layer

Highly sensitive data was kept in the originating EAC institution and would not be moved to
a central location. Rather, the local systems update (or authorize query) model before secure
exchange. This helps maintain institutional data sovereignty, limit risks of exposure and
allows for privacy-preserving cross-border digital collaboration.

D;i # Dcentral (17)
D; — { Model; ,Query; } = Secure Exchange (18)
e Cross-Border Federated Data Exchange Model

The EAC federation was made up of participating (K) institutions where (K) each has its own
private data set locally. Institutions train the shared models independently, without sharing
sensitive records with a central coordinator, but only sending updates to and from the models
when it was authorized to do so [38]. In this architecture, it retains data sovereignty,
minimizes exposure threats and allows for a collaborative shared intelligence using federated
learning protocols, all while maintaining security and protection from exposure risks across
borders. N={N;,N, . Ng} (19)

D=UK,D;, D;»C (20)
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!*! = Local Train (D; ,0%) 1)
Update; =8It - gt (22)

3.5 Federated Learning Model

Proposed federated learning model — collaboratively training a global model without sharing
raw data would be achieved by authorized EAC institutions. The local objective of
minimizing the global objective was achieved for (K) participating institutions based on the
size of local data sets:

ming F(8) =X, F;(6) (23)
N=%K, n (24)

where (F; (8Y)) represents the local objective and (n;) denotes the number of records at
institution (i). Local training updates the model using gradient descent:

ai*t =@t -nVF; (8Y) (25)
Only authorized institutions participate:
P={ie N | Auth(is,t)=1} (26)
The global model was then aggregated using weighted averaging:
i+1 — __ M i+l
0 Trep 0; 27)

Thus, privacy was maintained while compliant institutions jointly improve model
performance.
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Figure 3: FL procedure flows in digital finance learning [39]
3.6 Privacy-Preserving Data Exchange Mechanism

Federated learning doesn't stop information leakage from model updates automatically. Thus,
the proposed EAC architecture was based on the base framework with pre-transmission

91


http://www.carijournals.org/

American Journal of Strategic Studies
ISSN: 2790-6191 (Online)
Vol. 8, Issue No. 1, pp 83 — 104, 2026 www.carljournals.org

differential privacy. Local gradients are also clipped to reduce sensitivity and then calibrated
gaussian noise was added [40]. The resulting mechanism gives an (0 ,€)-differential privacy
guarantee. The lower the value of \epsilon, the stronger the privacy.

—__ &
817 ax(Lllgl1z/C) =

g =g_1+N(O,c52CZI) (29)
Privacy = (6,€) - DP (30)
e Authentication Mechanism

Each participating institution would verify its institutional credentials and for access to the
EAC, establish a trust relationship with the EAC in the proposed EAC architecture. Mutual
TLS (mTLS) could ensure that each node was associated with the organization's identity
without changing authentication and authorization. The identity structure could be verified
across borders but does not reveal underlying datasets. Only after successfully performing a
certificate and a trust check, would admission take place, making the federation more secure
and accountable between participating institutions.

Auth(n;) = CertVerify (Cert;) A TrustVerify (n;) (31)
Auth(n;) =1 = Admit (n;) (32)
Identity; = { OrgID; ,Country; , Service; , Cert; } (33)

3.7 Cross-Border Communication Model

The presented EAC architecture was based on client-initiated communication, to enable
institutions running behind a firewall or egress-only networks. Communication happens
within each institution using their own gateway, thus minimizing inbound connectivity to
institutional systems. This model provides better deployments compatibility and provides
secure federation coordination at the same time. Performance of communication was
measured using the following delay metrics: Authentication delay, Policy evaluation delay,
Communication delay and Aggregation delay. Each federated exchange would have its own
processing and transmission time, so the total latency would be the sum of all those timings.

Institution; — Gateway; — EAC Coordinator (34)
3.8 Federated Utility Evaluation

The discovery of whether privacy and governance mechanisms maintain model performance
was part of federated utility evaluation. The local processing, conventional federated
learning, proposed privacy-preserving federated learning and centralized reference model are
compared. The accuracy, precision, recall and f1 score are employed for assessing this. These
metrics are quantitative proof of classification effectiveness and possible lost utility due to
privacy-preserving controls in cross-border federated processing.
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B TP+TN
Accuracy = T N (33)
Precision = —— (36)
TP+FP
TP
Recall = TPIEN (37)

2 (Precision )(Recall)
Precision+Recall

F1 =

(38)
4. Results and Discussion

The results part measures the proposed privacy preserving federated data exchange
architecture from various perspectives. It looks at the federated model convergence,
predictive performance and performance at the local EAC node on Kenya, Uganda and
Tanzania and distribution of training data. With increasing number of nodes participating in
the communication, the efficiency of the communication was evaluated in terms of latency
and scalability. The section also compares the performance of the different methods in terms
of convergence and classification accuracy with the differential privacy (DP) and governance
and security verification. All of the above prove the architecture's privacy, security,
efficiency, scalability and trusted cross-border data-exchange capacities.

4.1 Federated Model Performance and Convergence

The figure 4 shows the convergence of the Federated Averaging (FedAvg) model for the
proposed architecture of privacy-preserving data exchange over 5 federated rounds. The
accuracy is initially at 0.6735 in Round 1, but drops to 0.6630 in Round 2 and then comes
back up to 0.6658 in Rounds 3 and 4 and falls to 0.6615 in Round 5. Similarly, F1 decreases
from 0.6650 to 0.6490 in Round 2, then rises to approximately 0.6533 in Rounds 3 and 4,
followed by 0.6513 in Round 5. The performance level following Round 2 remains fairly
steady suggesting a level of federated convergence across trusted digital services across
borders.

Multi-Round FedAvg Convergence

¢ 06804

Figure 4: Multi-Round FedAvg Performance Convergence

Figure 5 shows the independent-test accuracy of three tested models for the suggested
privacy preserving federated data exchange architecture. The HistGradientBoosting model is
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the best predictor with accuracy around 0.94. The Multi-Round FedAvg model achieves an
accuracy of ~0.82, demonstrating that the model achieves good performance in distributed
learning with data locality. The DP-FedAvg (Noise=0.3) model achieves around 0.80
accuracy, where only around 0.02 of accuracy is affected by the introduction of DP. The
outcomes of these results reveal the positive privacy protection, federated collaboration and
predictive accuracy in trusted cross-border digital services in East Africa.

Independent-Test Model Accuracy

ne
o e 0
W S
A i o o™
o W & o

Figure 5: Independent-Test Model Accuracy Comparison

The result of the evaluation of the models is shown by the figure 6 in terms of independent-
test utility metrics namely Precision, Recall and F1-score. HistGradientBoosting and Multi-
Round FedAvg have values close to 0.000 while DP-FedAvg (noise = 0.3) reports Precision
of around 0.0125 and Recall of around 0.0285. All the models shown have an F1 Score that is
near 0.000. The model outputted by the DP-FedAvg is a utility that at least has measurable
Precision and Recall under differential privacy albeit with relatively low values. These
findings underline the conflicting perspectives on privacy versus predictive usefulness,
pertinent to secure and trustworthy cross-border digital services in the EAC.

ndependent-Test LRIty Metrics

0o ~
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P ,,A"d g
o it ey

Figure 6: Independent-Test Utility Metrics Comparison
4.2 EAC Node Performance and Federated Data Distribution
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The figure 7 shows that independent-test accuracy of local models deployed in three EAC
nodes (Kenya, Uganda and Tanzania). EAC Kenya Node and EAC Uganda Node perform
the highest with an accuracy of ~1.00 (100%), suggesting that the local performance in these
countries is highly consistent. The accuracy of the EAC Tanzania Node is around 0.82
(82%), which is 18 percentage points less than the other two nodes. The results show that it is
possible to obtain high accuracy in predictions under local federated models, based on
processing of data in individual national environments. At the node level, it provides support
to meet the goal of the proposed architecture to promote trusted, privacy-preserving and
decentralized cross-border digital services in the East African Community.

Local EAC Mede! Performance

104

wnt-Sewt Accuracy

mdepend

0§
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;'("‘”'M ,.r.-l"m# _y\"") ¥
o T -

Figure 7: Local EAC Node Model Performance

The distribution of federated training data across the three EAC nodes (Kenya, Uganda and
Tanzania) is shown in figure 8. The number of samples collected in each node is around 775-
780, with a very even number of samples from the countries involved. Kenya sends around
775 samples, Uganda sends about 775—780 and Tanzania sends the same. The difference of
the highest and lowest allocation of the data was just 5 samples, which shows that there is
little imbalance in the distribution of data. A balanced participation minimises the negative
impact of one country on the global federated model. The findings thus indicate the
sustainability of equitable and fair training of the models, effective aggregation and privacy-
preserving cross-border data exchange in the proposed East African Community digital-
service architecture.
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EAC Federated Training Data Distribution
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Figure 8: EAC Federated Training Data Distribution
4.3 Communication Efficiency and Scalability

Figure 9 shows that the key latency factors for cross-border communication between Kenya,
Uganda and Tanzania are: The communication component is predominant for all three nodes
in the EAC region, with Kenya taking around 0.45ms, Uganda and Tanzania taking around
0.5ms. There are variations in the aggregation latency, with only about 0.11ms for Kenya,
0.04ms for Uganda and 0.07ms for Tanzania. The authentication and policy-evaluation
components are still relatively small, around 0.00-0.01 ms, meaning there is little overhead
for processing them.

Cross-Border Communication Latency Components

- ArherOoation

" Polcy_Ceatsation
- Commusecation
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. »
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_

Figure 9: EAC Cross-Border Latency Comparison

Results overall show that communication represents the dominant latency contributor but
authentication, policy evaluation and aggregation have relatively low levels of overhead and
can enable efficient, trusted cross-border cross federation data exchange.

The cross-border communication latency for Kenya, Uganda and Tanzania in the federated
data exchange architecture is shown in Figure 10. The latency recorded in Kenya is high at
almost 0.61ms, in Uganda it is lowest at almost 0.50ms with Tanzania showing an
intermediate latency at nearly 0.53ms. The maximum and minimum latencies varied by about
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0.11ms, suggesting that the variation in participating countries was not large. These results
confirm that the architecture indeed enables having low communication overhead for the
cross-border digital services. This low latency enables effective federated transfer of data,
timely service coordination, interoperability while maintaining privacy at the East Africa
Community (EAC).
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Figure 10: Federated Communication Latency across EAC

Figure 11 shows that the federated data exchange architecture becomes scalable with the
number of EAC nodes from 1 to 3. The execution time with 1 node was around 390ms,
480ms with 2 nodes and 655ms with 3 nodes. This is an overall increase of about 67.9% in
execution time as the nodes are increased from 1 to 3. The results show that the architecture
works and delivers stability of operation as the number of participating nodes grows, while
experiencing increase in computational and communication overhead as the federation size
grows. This scalability highlights the architecture's potential for growth, allowing it to
accommodate increasing cross-border digital services and support distributed data exchange
among EAC member countries.
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Figure 11: Federated Scalability across EAC Nodes

4.4 Security, Privacy and Classification Performance
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The results of the governance and security verification for the federated data exchange
architecture for preserving privacy is shown in figure 12. Each of five scenarios (legitimate
Kenya node, unregistered node, unauthorized service, unauthorized role and expired access)
had a Pass rating. This equates to 100% success rates for verification of the controls. Results
show the capability of the architecture to be able to identify legitimate or invalid nodes,
services, roles and access conditions while enforcing the trust requirements. The regular
verification process ensures secure federation for all the actors in the East African
Community because no one can enter without authorization or access. This constant
verification helps to facilitate secure federation by all the actors of the EAC as no one can
gain access or authorization. Results suggest that identity, authorization, service validation
and access-expiration controls are fairly well upheld in digital services overall.
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Figure 12: Governance and Security Verification Results

Figure 13 shows how the training accuracy changes with different differential privacy (DP)
noise multipliers. When the noise multiplier is 0.0, the accuracy of training is around 0.658
and it is slightly reduced to 0.645 with the noise multiplier being 0.1. The best accuracy
(around 0.699) was found when the noise was moderate, at 0.3. When the nail length is 0.5,
however, the accuracy is significantly reduced to ~0.513 and then it falls to ~0.507 at 0.8.
This is an overall decrease of approximately 22.9 percentage points from the maximum
value. The results show how the increased privacy protection results in the corresponding
reduction in the predictive utility of federated cross-border digital services.

98


http://www.carijournals.org/

American Journal of Strategic Studies
ISSN: 2790-6191 (Online)
Vol. 8, Issue No. 1, pp 83 — 104, 2026 www.carljournals.org

DP Nolse Sensitivity

4700 A

Figure 13: DP Noise Impact on Accuracy

Figure 14 shows the convergence process of the DP-FedAvg model, trained over 5 rounds of
federated training. There is increasing training accuracy from Round 1 (0.50) to Round 2
(0.578) and Round 3 (0.608). There is a significant improvement in Round 4 as the accuracy
reaches around 0.764 level, then a minimal loss to 0.759 in Round 5. In all, the model
improves by about 25.9% in percentage points between Round 1 and Round 5, showcasing
the effectiveness of converging under differential privacy. The results show that by using
iterative federated aggregation, the utility of the generated model gradually increases while
keeping the training process private, thus facilitating cross-border exchange of the data
needed to ensure the availability of digital services.

DP.FedAvg Convergence
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Figure 14: DP-FedAvg Convergence Performance

Confusion matrices are used for comparison of classification performance between the
centralized; FedAvg and DP-FedAvg models (see Figure 15). For the centralized model with
the data from Figure 15(a), 553 Class 0 samples are correctly classified and there are 35 Class
1 samples that are not. That is, the centralized model has made few minority-class
predictions, but many of those that it made, it got correct.For the centralized model, using the
data from Figure 15(a), 553 of the class 0 samples are correctly classified and 35 of the class
1 samples are not. That is, while the centralized model is not good at recognizing class 1, it is
somewhat good at recognizing class 0. In Figure 15(a), FedAvg correctly classifies 486 Class
0 samples, while 67 are mislabeled as Class 1; moreover, 35 Class 1 samples are classified as
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Class 0, meaning that FedAvg does not correctly predict any Class 1 samples. For instance,
DP-FedAvg correctly classifies 474 Class 0 and 79 Class 0, 34 Class 1 sample, whereas 79
Class 0 and 34 Class 1 samples are misclassified as shown in Figure 15(c). The results prove
that federated and privacy-preserving learning still achieve a substantial recognition (Class 0)
while at the same time posing classification trade-offs. In general, DP-FedAvg offers privacy
safeguards and efficient classification skills to trusted Cross-Border Digital Services.
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Figure 15: Classification Performance Comparison across Centralized and Federated
Learning

From the above table 1 it is clear those Huang et al. (2026) [31] has 81.2% accuracy while the
proposed work has 82% accuracy. Thus, it is shown that the proposed work shows a slight
improvement of 0.8 percentage points over Huang et al. (2026). This means that the federated
architecture is competitive to current predictive solutions and can facilitate privacy
preserving data exchange across borders. We got 82% accuracy on the independent test set
with the proposed Multi-Round FedAvg model.
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Table 1: Comparison of Prediction Accuracy between Existing Privacy-Preserving
Federated Learning Approaches and the Proposed Work

Author & Year Accuracy
Huang et al. (2026) [31] 81.2%
Proposed Work (2026) 82%

5. Conclusion

Structured approach applicable to digital services that are trusted in the East African
Community, covering the concepts of institutional data sovereignty and federated learning,
authentication, authorization, policy enforcement, differential privacy and auditable
governance. The results of the experiments show the ability of the nodes to cooperate without
providing raw data. The 775-780 samples allocated to each EAC node were very well
distributed with only a 5-sample difference between the lowest and highest number of
samples per node. The Multi-Round FedAvg had close to 0.82 independent-test accuracy,
DP-FedAvg had 0.80 with a noise multiplier of 0.3, with a modest 0.02 drop in accuracy
when protecting privacy. The five evaluated security and governance scenarios all enjoyed a
100% success rate. Communication latency was generally low, between 0.50 and 0.61ms
between countries. The execution time of 390ms to 655ms shows that as the size of
federation expands, there is computational overhead. The differential-privacy analysis
revealed that the highest accuracy was around 0.699 at noise multiplier 0.3, before
performance dropped at higher noise levels. Overall, the outcomes show that PP-FDEA can
be the basis for secure, privacy-preserving and trustworthy collaboration in EAC digital
services.
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