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Abstract

r:‘ Crossref

Purpose: This paper aims to analyze existing Cyber-Physical Systems (CPS) architectures for soil
health monitoring and the integration of edge computing, with a focus on identifying security gaps
that hinder reliable and trustworthy real-time agricultural intelligence in Uganda’s Eastern Region.

Methodology: A structured systematic literature review was conducted on peer-reviewed
publications published between 2020 and 2025. The review examined global and sub-Saharan
African CPS-based soil health monitoring architectures, with particular attention to edge
computing integration, security mechanisms, and architectural design patterns. Architectural,
technological, and security dimensions were synthesized to identify recurring vulnerabilities and
gaps relevant to Uganda’s agricultural context.

Findings: The review reveals significant architectural fragmentation, inconsistent security
implementations, and limited cross-layer protection across sensing, communication, edge, and
application layers. Existing deployments remain vulnerable to sensor spoofing, physical
tampering, insecure edge gateways, malware propagation, and compromised data transmission.
While promising advancements exist such as ML-driven anomaly detection, federated learning,
cryptographic safeguards, and IT/OT convergence these solutions are often applied in isolation
rather than within holistic CPS-edge security frameworks.

Unique Contribution to Theory, Policy, and Practice: The study advances CPS and edge
computing research by synthesizing fragmented architectural and security perspectives into a
unified cross-layer analytical view. It provides evidence to support the development of secure
smart agriculture and digital transformation policies in Uganda and similar contexts. The study
outlines a conceptual direction for designing an integrated, secure CPS—edge architecture tailored
to real-time soil health monitoring, supporting more resilient, trustworthy, and scalable agricultural
decision-making systems.

Keywords: Cyber-Physical Systems, Edge Computing, Soil Monitoring, loT Security, Cross-Layer
Security, Anomaly Detection, Uganda
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1. INTRODUCTION

Advances in digital agriculture have positioned Cyber-Physical Systems (CPS) and edge
computing as transformative technologies for improving soil health monitoring, enabling farmers
to make timely, data-driven decisions that enhance food security and sustainability. Globally, CPS
integrates loT sensors, embedded processors, real-time communication networks, cloud platforms,
and intelligent automation to monitor dynamic agricultural environments and respond adaptively
to soil changes (Liu et al., 2020), (Malik et al., 2020). Precision agriculture backed by CPS is
becoming more popular in sub-Saharan Africa, as seen by the increased use of low-cost [oT
sensors, remote monitoring systems, and agricultural decision-support platforms (Anosike et al.,
2024). However, widespread adoption is constrained by architectural and security issues that are
made worse by infrastructure limits, erratic connectivity, and regional environmental issues
(Kansiime et al., 2022).

Strong soil health monitoring technologies are desperately needed in Uganda's Eastern Region,
where agriculture continues to be the main source of income due to soil fertility loss, restricted
access to real-time soil diagnostics, and inadequate digital infrastructure. Although CPS and edge
computing provide a mechanism to increase agricultural output, there are many risks associated
with their implementation, such as data manipulation, unsecured gateways, and assaults against
cloud-integrated systems (Kariri, 2022), (Balasubramanian et al., 2025). The availability,
confidentiality, and integrity of soil health data all essential for successful precision farming are
jeopardized by these multi-layer security issues.

Although global studies demonstrate advanced CPS frameworks supported by distributed sensing,
hierarchical edge-cloud architectures, and Al-enabled analytics (Akter et al., 2024) , (Latif et al.,
2020), Coordinated cross-layer designs and integrated protections are missing from regional
deployments. Without addressing the whole nature of CPS security, existing literature frequently
isolates particular elements like [oT sensors, routing protocols, or ML-based anomaly detection.
This work aims to fill this knowledge gap by analyzing current CPS and edge computing
architectures for soil health monitoring and looking at the security issues they raise in the Ugandan
setting.

This paper focuses on analysis of existing architectures of Cyber-Physical Systems (CPS) used for
soil health monitoring globally and regionally, and examining how edge computing integrates into
CPS architectures and to identify key associated security gaps, especially in contexts similar to
Uganda’s Eastern agricultural region. The insights derived from these two objectives form the
foundation for developing a future cross-layer security framework suitable for Uganda.

2. METHODOLOGY FOR LITERATURE REVIEW

The literature review adopted a systematic methodological approach designed to capture the most
recent and relevant scholarly work on Cyber-Physical Systems (CPS), edge computing, and soil
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health monitoring. To ensure rigor, the review focused exclusively on peer-reviewed publications
produced between January 2020 and February 2025, a period that reflects significant global
advancements in CPS design, distributed edge intelligence, and agricultural IoT innovation. The
search process was framed around the need to consolidate fragmented knowledge across
engineering, computer science, and agricultural technology disciplines while prioritizing empirical
and architecture-focused studies.

The review process began with extensive searches across major academic databases known for
high-quality publications in computing and agricultural systems research. These included IEEE
Xplore, ACM Digital Library, Elsevier ScienceDirect, SpringerLink, Wiley Online Library, Taylor
& Francis Online, and MDPI. Google Scholar was used selectively to capture additional highly-
cited studies that occasionally fall outside subscription-based repositories. Each database was
queried iteratively to ensure that no relevant publication was overlooked, particularly studies
addressing CPS security, soil monitoring technologies, and edge-integrated architectures in
resource-constrained settings. The use of multiple databases was essential because CPS-agriculture
research is distributed across interdisciplinary venues, making single-source searches insufficient
for a comprehensive review.

The search strategy used a carefully developed set of Boolean expressions intended to capture both
broad and highly specific research themes. Terms such as “Cyber-Physical Systems AND
agriculture,” “edge computing AND soil monitoring,” “CPS architecture AND vulnerabilities, ”
“loT security AND smart farming,” and “machine learning anomaly detection AND agriculture”
were combined to maximize coverage. These keyword combinations were refined progressively
based on initial search outcomes, enabling the identification of emerging areas such as federated
learning, blockchain-enabled CPS, and cross-layer security models that appeared frequently in
recent literature. The strategy allowed the review to capture both technological architectures and
security-focused contributions, thereby addressing the dual objectives of the study.

Studies identified through database searches were then evaluated through a structured inclusion
and exclusion process. Publications had to be peer-reviewed, published between 2020 and 2025,
and directly advance knowledge of CPS architectures, edge computing frameworks, soil health
monitoring systems, or security flaws in distributed sensing environments. Because they most
closely matched the review's analytical objectives, articles that presented conceptual frameworks,
experimental deployments, architecture models, or technical evaluations were given priority. On
the other hand, studies that were unrelated to environmental or agricultural monitoring, lacked
technical depth, or provided merely general commentary devoid of empirical or architectural
contributions were disqualified. In order to avoid using out-of-date CPS models that do not
accurately reflect current technical capabilities especially given the rapid expansion of IoT and
edge intelligence over the past five years studies published before 2020 were excluded.
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A precise collection of excellent publications was the result of this multi-phase selection
procedure. After removing duplicates and screening titles for relevancy from a starting pool of 317
records, abstract and full-text evaluations were conducted. In the end, 58 papers met every
requirement for inclusion and were included in the final synthesis. Soil sensor technologies,
security models, edge analytics, CPS design, and smart agricultural applications were all evenly
distributed throughout these investigations. Because of their variety, the review was able to look
at the architectural underpinnings as well as the changing security issues related to multi-layer
CPS-edge systems. The collected corpus of research offers a solid foundation for evaluating
current architectural models and pinpointing crucial security flaws pertinent to the agricultural
environment of Uganda's Eastern Region.

3. LITERATURE REVIEW
3.1. Analysis of Existing CPS Architectures for Soil Health Monitoring

The various CPS designs used in agriculture are highlighted in recent studies. These architectures
are usually Organised as layered systems that include sensing, computation, communication, and
cloud analytics. Soil moisture sensors, pH probes, nutrient detectors, and ambient sensors make
up the basic sensing layer of most systems (Dinn et al., 2025),(Othaman et al., 2021). Through
wireless protocols as LoRa WAN, ZigBee, NB-10T, or 5G-enabled networks, these nodes gather
and send granular soil data. A hierarchical design is used in many CPS systems, starting with the
perception layer, moving on to the network and processing layers, and concluding with decision
and actuation components (Mishra et al., 2022).

A notable trend in CPS architecture is the shift from centralized cloud-dependent designs to
distributed edge-based models due to latency, bandwidth, and resilience considerations (El-Basioni
et al., 2020), (Pengpeng et al., 2025). Studies demonstrate that real-time soil monitoring benefits
from localized preprocessing at the edge, reducing communication overhead and improving
responsiveness to soil condition changes (Chirkhare et al. 2022), (Kishor Syam et al., 2024).
Furthermore, a number of systems use machine learning pipelines for irrigation control, nutrient
prediction, and soil classification (Islam et al., 2023),(Srivastava et al., 2021).

Nevertheless, despite advancements worldwide, CPS systems used in low-resource areas have
difficulties such as constrained processing power, unstable networks, and inadequate integration
between sensing and analytics units ( Ali et al., 2023), (Abdi et al., 2025). Deployments in Africa
are still mostly pilot-level and concentrate on individual sensor devices without complete CPS
orchestration (Chizema et al., 2024). Research shows that CPS adoption in actual agricultural
settings 1s further weakened by inadequate multi-layer security integration (Kumar et al., 2020).

All things considered, current CPS designs offer useful technological underpinnings, but they lack
unified security models that can safeguard the complete data flow from sensor to cloud.
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3.2. Edge Computing Integration and Associated Security Gaps

By enabling real-time analytics, lowering dependency on remote cloud servers, and offering
localized processing closer to sensors, edge computing improves CPS efficiency (Sathya et al.,
2024), (Makondo et al., 2024) . Preliminary activities including data filtering, anomaly detection,
packet validation, and model inference are frequently handled by edge nodes (Kim et al., 2021),
(Babar et al., 2022). For soil monitoring situations where decisions made in real time impact soil
conservation, fertilization, and irrigation, distributed intelligence is essential.

However, there are a lot of new attack surfaces when edge computing is included. According to
studies, edge nodes are susceptible to insider threats, physical tampering, firmware alteration,
malware injection, and unauthorized access (Zhukabayeva et al., 2025),(Manoj et al., 2023). Edge
devices are especially vulnerable to sensor spoofing and device cloning since they operate in
unsupervised, outside situations ( Kim et al., 2023).

The integrity of soil data can be compromised by man-in-the-middle (MITM) attacks,
eavesdropping, and replay attacks, which are made possible by insecure communication channels.
Transmission security is still a key concern (Gupta et al., 2023), (Wang et al., 2024). Gaps in edge-
to-cloud connectivity are especially risky in areas with weak cybersecurity regulations or low
encryption use (Romaniuk et al., 2021).

By enabling decentralized model training without disclosing raw data, emerging techniques like
federated learning have demonstrated potential in safeguarding dispersed CPS ecosystems
(Ghimire et al., 2022), (Quan et al., 2025). Similarly, zero-trust network designs, blockchain-based
integrity methods, and contemporary cryptographic protocols have been suggested to improve
CPS-edge communication (Wang et al., 2025), However, due to budget limitations and a lack of
technical know-how, these technologies are rarely used in agricultural installations throughout
Uganda and most of Africa (Romaniuk et al., 2021), (Abiodun et al., 2021).

Evidence generally supports the necessity of CPS-edge designs for contemporary soil health
monitoring, but they are nonetheless intrinsically insecure in the absence of a coordinated cross-
layer security policy.

4. DISCUSSION

The examined literature shows that multi-layered cyber threats that take advantage of flaws in
sensing devices, edge gateways, communication networks, and cloud platforms can affect CPS-
edge systems installed in agricultural situations. Recent research on distributed sensing
architectures, cyber-physical security, and precision agriculture between 2020 and 2025 has
extensively documented these vulnerabilities (Liu et al.,, 2020),(Kagona, 2025). These
vulnerabilities are further increased in the Eastern Region of Uganda because to fragmented
installations, old firmware, unencrypted wireless connectivity, and inadequate infrastructure
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maturity. These issues are similar to those reported in low-resource agricultural CPS deployments
(Alyahya et al., 2022).

4.1 CPS—-Edge System Attacks

Sensors, actuators, embedded microcontrollers, communication modules, cloud analytics, and
other heterogeneous components are integrated into a coordinated operational loop by CPS-edge
systems. Adversaries can alter agronomic intelligence or interfere with decision-making processes
by taking advantage of the increased attack surface created by this linkage of the physical and
cyber realms (Han et al., 2020), (Yazdinejad et al., 2021a). Low-cost soil sensors are susceptible
to sensor spoofing and physical manipulation at the data-source layer because they frequently lack
secure boot procedures and tamper-resistant hardware (Kasarapu et al., 2024), (Tirumala Rao et
al., 2024). By injecting false signals, spoofing attacks enable attackers to confuse automated
irrigation or fertilization systems and skew measures of soil moisture, pH, or nutrients (Alyas et
al., 2025).

Numerous attacks that target edge gateways at the edge processing layer have been reported in the
literature. These include malware delivered by vulnerable firmware updates, default passwords,
compromised lightweight Linux distributions, and poor cryptographic setups (Chathoth et al.,
2025),(Arinze et al. 2024). Any vulnerability at this tier can result in systematic misclassification
or suppression of warnings because edge nodes do local analytics and machine learning inference,
which is consistent with agricultural CPS security incidents seen worldwide (Laaroussi et al.,
2021), (Almohri et al., 2020).

Attacks utilizing Wi-Fi, LoRa WAN, ZigBee, NB-IoT, and BLE protocols can still compromise
the communication layer. Man-in-the-Middle (MITM) manipulations, packet injection,
eavesdropping, and replay attacks are common in agricultural IoT deployments, according to
recent empirical investigations (Aldhyani et al., 2023),(Abdulkarim et al., 2023). According to
cybersecurity evaluations of distributed sensing networks, many rural deployments rely on
unencrypted MQTT or CoAP channels, which greatly increases sensitivity to message tampering
(Ali et al., 2024), (Alwaheidi et al., 2022).

Adversaries are increasingly using ransomware, account breach attacks, and Distributed Denial-
of-Service (DDoS) on the cloud layer to target centralized analytics systems (Parween et al.,
2021),(Adhikary et al., 2025). Data poisoning, unauthorized access, and ransomware-induced
operational downtime are among the most detrimental concerns for CPS infrastructures, according
to recent assessments on agricultural cloud security (Alyahya et al., 2022),(Xu et al., 2020). This
is consistent with research showing that cross-layer, comprehensive security is needed for
agricultural CPS systems instead of discrete patching techniques (Adewusi et al., 2022), (Liu et
al., 2022).
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4.2 Types of Cyber Attacks against CPS
4.2.1 Sensor Spoofing and Data Manipulation Attacks

Falsified digital or physical signals are used in sensor spoofing attacks to trick sensing systems.
Research on environmental and soil monitoring reveals that enemies can alter data by using
uncalibrated sensors, electromagnetic interference, or unprotected ADC interfaces (Alaeiyan et al.,
2020), (Ataguba et al., 2024). In systems without anomaly detection or digital signatures, data
modification assaults can happen during acquisition, preprocessing, or aggregation and frequently
evade detection (Husnain et al., 2022).

4.2.2 Malware, Ransomware, and Firmware Attacks

CPS implementations are seriously threatened by ransomware and malware. Studies conducted
between 2020 and 2025 show that supply-chain breaches, USB vectors, and insecure firmware
updates are all contributing to the spread of malware (Paris et al., 2023),(Malik et al., 2020).
According to recent cybersecurity event studies, ransomware attacks against agricultural CPS have
led to data encryption, loss of operational control, and prolonged monitoring network outages
(Yazdinejad et al., 2021), (Adewusi et al., 2022).

4.2.3 Man-in-the-Middle (MITM) Attacks

MITM attacks take advantage of misconfigured communication protocols and unprotected
wireless channels. MQTT and CoAP are frequently shown to be high-risk protocols when used
without TLS or certificate validation in scientific studies of IoT-based agricultural networks,
(Hussain et al., 2022). MITM attacks compromise system integrity throughout field-to-cloud data
flows by enabling packet interception, alteration, and replay (Dehury et al., 2024), (Hashemi et
al., 2021).

4.2.4 Denial-of-Service (DoS) and Distributed Denial-of-Service (DDoS) Attacks

DoS/DDoS attacks interfere with real-time monitoring by flooding edge gateways, cloud APIs, or
farm management platforms with excessive traffic. Numerous studies show that botnets like Mirai
variants and agricultural lIoT-specific malware strains are rapidly targeting CPS domains,
particularly those in agriculture (Bhat et al., 2021), (Levshun et al., 2021).

4.2.5 Physical Layer and Environmental Attacks

Cutting connections, moving sensors, depleting batteries, and harming solar power infrastructure
are examples of physical attacks. Wireless signals used for soil monitoring are disrupted by
environmental interference threats such RF jamming and electromagnetic noise (Al-Dulaimi et
al.,), (Adhikary et al., 2025). Distributed rural networks with little physical security are especially
vulnerable to these threats. (Liu et al., 2025).
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4.2.6 Supply-Chain and Third-Party Component Attacks

CPS systems mostly depend on imported parts, such as radio modules, microcontrollers, and
sensors, which are frequently purchased from suppliers with differing quality control requirements.
According to recent audits of IoT hardware ecosystems, supply-chain hacks may incorporate pre-

installed malware, backdoors, or hacked firmware ( Liu et al., 2022), (Ul Haq et al., 2023).
Table 1. Summary of CPS Attack Types and Their Effects

Attack Type Primary Target Effect on Soil CPS Representative  Studies
Layer (2020-2025)
Sensor Spoofing Source/Sensor False soil readings, (Khan et al., 2021; Kim et
Layer misleading analytics  al., 2023)
Firmware Edge Gateway Unauthorized control, (Ul Hagq et al., 2023), (Xu et
Tampering altered preprocessing  al., 2020), (Adewusi et al.,
2022)
Malware Injection Edge/Cloud Data corruption, (Al-Dulaimi et al.), (Liu et
system hijacking al., 2022)
MITM Attacks Communication  Packet alteration, (Kondu et al., 2025),
Layer replay, data leaks (Husnain et al., 2022)
DDoS Attacks Edge/Cloud Service  disruption, (Al-Dulaimi et al.,),
data loss (Hussain et al., 2022)
Ransomware Cloud Layer Locked  databases, (Humayun et al., 2021),
halted dashboards (Adewusi et al., 2022),
Replay Attacks Communication  Incorrect automation (Chen et al, 2022),
Layer decisions (Ataguba et al., 2024)
Node Capture / Sensor Layer Key theft, false node (Sadik etal., 2021.), (Panoff
Physical deployment et al., 2021)
Tampering

5. Conclusion

The review concludes that while CPS and edge computing offer transformative potential for soil
health monitoring, current architectures fall short of providing the robust, secure, and scalable
systems required for reliable agricultural decision-making. There are still serious flaws in the
sensing, edge processing, data transmission, and cloud integration layers. A coordinated cross-
layer security strategy designed for resource-constrained agricultural areas like Eastern Uganda is
needed to address them. In order to improve CPS resilience in practical deployments, future
research should concentrate on creating integrated frameworks that incorporate cryptography,
IT/OT convergence, federated learning, and ML-based security intelligence.
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