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Abstract 

Purpose: This study presents a comprehensive post-quantum cryptographic framework designed 

to secure Critical Digital Public Infrastructure (DPI) against emerging quantum computing 

threats. 

Methodology: As traditional cryptographic methods become increasingly vulnerable, the 

proposed framework integrates post-quantum algorithms, hybrid cryptographic models, and a 

multi-layered architecture to ensure long-term data protection. The system is evaluated using key 

performance metrics such as latency, throughput, energy consumption, overhead, key size, and 

security strength. Additionally, an algorithm selection strategy is implemented to identify 

optimal cryptographic techniques. 

Findings: Simulation results demonstrate that classical models offer better efficiency, while 

post-quantum approaches provide stronger security at the cost of higher resource usage. The 

hybrid model effectively balances these trade-offs, delivering improved security with moderate 

performance impact. 

Unique Contribution to Theory, Policy and Practice: Overall, the framework provides a 

scalable, adaptable, and future-ready solution for protecting critical infrastructure in a rapidly 

evolving digital and quantum landscape.  

Keywords: Post-Quantum Cryptography, Digital Public Infrastructure, Hybrid Cryptography, 

Quantum Security, Algorithm Selection 
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1. Introduction 

The fast digitalization of the government, financial, health, and communication infrastructure 

resulted in the advent of “Critical Digital Public Infrastructure (DPI)” as one of the keystones 

of contemporary societies [1]. Digital Identity Platforms, Payment Gateways, E-Governance 

Portals, and Health Data Exchanges Serve 100s of Millions of People world-wide and would 

Help To Deliver Their Services Efficiently and Grow Economies Through These Services. 

Nevertheless, this growing dependence on the interrelated digital ecosystems has also 

increased the threat of cybersecurity attacks [2]. The most notable of these is the introduction 

of quantum computing which is a paradigm-shifting threat, one that can weaken the 

cryptographic primitives that currently secure DPI [3]. Figure 1 illustrates the main categories 

of “Post-Quantum Cryptography (PQC)”. The central node represents PQC, surrounded by 

four key approaches: lattice-based, code-based, hash-based, and multivariate cryptography. 

Each category uses different mathematical techniques to provide security against quantum 

attacks, collectively forming a robust foundation for quantum-resistant systems. 

 

Figure 1: Classification of Post-Quantum Cryptographic (PQC) Algorithms 

Modern cryptographic protocols (including popular public-key algorithms such as RSA and 

“Elliptic Curve Cryptography (ECC)” use the fact that mathematical problems like integer 

factorization and discrete logarithms are computationally infeasible [4]. Although these 

assumptions are solid in comparison to the classical computing capabilities, quantum 

algorithms, most notably those of Shore are a threat to the strength of such algorithms by 

providing solutions to such problems efficiently [5]. This means that sensitive data that is 

encrypted today can be attacked in the near future, a phenomenon commonly known as the 

harvest now, decrypt later attack model. The risk is especially vital to DPI where the 

confidentiality, integrity, and trust of long-term data are fundamental [6]. 
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PQC has become an important target solution in response to these emerging threats. PQC is a 

type of cryptographic algorithm that is secure against classical and quantum adversaries [7]. 

PQC is a convenient and scalable method to securing current infrastructure, compared to 

quantum cryptography, which uses quantum mechanics, and can be deployed on existing 

classical systems. Efforts outside the U.S. have boosted the creation and testing of quantum-

resistant algorithms, including lattice-based, hash-based, code-based, and multivariate 

polynomial cryptosystems [8-10]. 

This proposed study would outline a Post-Quantum Cryptographic Framework to defend 

Critical Digital Public Infrastructure against the emerging quantum threats. The proposed 

framework comprises of a multi-layered and modular structure, utilizing quantum-resistant 

algorithms, hybrid cryptography schemes, key management and secure, continuous risk 

evaluation [11]. Additionally, practical implementation considerations like scalability, 

interoperability, and changing standards would be considered. Lastly, the proposed framework 

would bridge the divide between theory and implementation in addressing the practical aspects 

of using cryptographic resiliency to support DPI [12]. 

In addition, this study describes a requirement for a crypto-agility strategy that provides the 

capability for systems to be able to adapt their cryptographic standards dynamically as the risk 

landscape continues evolving. Risk-based criteria were also implemented within the 

framework, so that an organization can determine which of its most critical assets require 

higher levels of security within their DPI [13]. This would allow organizations to provide an 

incremental, secure migration approach to a post-quantum world without adversely impacting 

their existing services. This study provides a necessary holistic view of both technology 

innovation and the strategic implementation needed. With governments and organizations 

worldwide investing in digital transformation, the need for long-term protection for any 

organization's DPI is paramount. A lack of proactive management of quantum threats could 

result in severe repercussions, including data breaches and/or lost trust in the public and 

systemic disruptions [14]. 

This study was conducted in a careful and deliberate way to help answer the study question(s). 

The introduction provides information about what led to this study and why it is important. The 

literature review is an overview of studies and provides an analysis of existing literature to 

determine what previous researchers have found as well as to identify research gaps. The 

methodology section explains how to create a post-quantum cryptography framework based on 

proposed methodologies. The results and discussion sections provide evaluations of the 

framework's performance and implications in practice (i.e., how it would be used). The main 

Objectives of the study are as follows: 

 To analyze the vulnerabilities of existing cryptographic systems within Critical Digital 

Public Infrastructure in the context of quantum computing threats.  
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 To evaluate and compare various Post-Quantum Cryptographic algorithms suitable for 

large-scale DPI deployment.  

 To design a comprehensive and scalable PQC-based security framework tailored for 

diverse DPI environments.  

 To assess the performance, interoperability, and implementation challenges associated with 

integrating PQC into existing systems.  

 To propose strategies for crypto-agility and phased migration to ensure a secure transition 

to quantum-resistant infrastructure. 

2. Literature Review 

Recent studies on PQC-related work to secure CDPI that include the study proposed was by 

Majumder et al. (2026) [15], which identified a lack of preparedness for the post-quantum 

adoption of PQC as a primary roadblock to its widespread use. The study recommended using 

hybrid PQC models, along with policies to aid adoption; the results suggested that the level of 

awareness of PQC relates strongly to its adoption. Shirisha et al. (2026) [16] proposed 

lightweight lattice-based cryptographic techniques to optimize resource usage for energy and 

latency in their investigation of resource constraints. Devaraj et al. (2026) [17] proposed a 

multi-tiered post-quantum cryptography solution for 6G health systems to improve data security 

and reduce information transmission delays. At the same time, Jamolova et al. (2026) [18] 

developed a quantum-safe system through the combination of post-quantum cryptography and 

quantum key distribution for financial systems, while Olisa et al. (2026) [19] evaluated CBDCs 

based on the interoperability of post-quantum cryptograph standards. All of the previously 

mentioned studies employed simulation, statistics and experimentation as methods of study and 

achieved quantum resistance at the expense of high resource costs. After the work was 

concluded, performance-based investigations were done. Faval, et al. (2026) [20] examined the 

use of post-quantum cryptography (PQC) in a 5G Core Network and reported that it provided 

acceptable latency, while Kannan, et al. (2026) [21], developed the Q-EDGE-OS which 

demonstrated successful implementation of low-latency PQC on IoT devices. Lastly, 

Rassekhnia, et al. (2026) [22], created a Quantum Encryption Resilience Score (QERS) to 

evaluate the effectiveness of PQC with respect to platform performance and security. All of these 

papers demonstrate feasibility using benchmarking, simulation, and real-world implementation, 

but each has limitations   specifically, overheads associated with the implementation of PQC. 

The order of discussion about application-driven frameworks is sequentially presented. Khan et 

al. (2025) [23] proposed a blockchain-supported PQC framework based on zero knowledge 

proof validation, which verifies authenticity and ensures resiliency through high levels of data 

integrity with reduced levels of vulnerability. Conversely, Balogun et al. (2025) [24] researched 

the inclusion of PQC within telemedicine and determined that the Falcon algorithm was the most 
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effective, though there are still identifiable vulnerabilities within the distributed ledger system. 

Reddy et al. (2026) [25] constructed QuantumShield-BC - A PQC framework built on 

Blockchain technology, possessing resistance against quantum computer attacks, whilst also 

providing a high volume of service capability. Meenalochini et al. (2025) [26] determined a 

lightweight solution for an Internet of Things-based key exchange protocol using PQC. All study 

results relied on either experimental data, or statistical analysis to establish results. De Haro 

Moraes et al. (2024) [27] proposed a CBDC architecture based on PQC providing excellent 

security with outstanding performance featuring distributed ledger and trusted execution 

mechanism characteristics. Finally, Scalise et al. (2024) [28] supplemented this sequence by 

evaluating the effect of implementing PQC into 5G Networks; noting minimal impacts on 

latency and bandwidth, but drastically enhancing security characteristics. In addition to offering 

clear and objective evidence of the criticality of PQC for future-infrastructure security, this set of 

consecutive literature sources from [15]-[28] demonstrates the continuing problems with 

scalability and performance that can be associated with using PQC. 

3. Research Methodology 

This study uses a design science and system-oriented approach to create a strong Post-Quantum 

Cryptographic Framework to secure the Critical Digital Public Infrastructure (DPI) from new 

quantum risks. The design incorporates system modeling, a complete threat assessment process, 

designing of a framework architecture, the choice of post-quantum algorithms, and the analysis 

of the different frameworks' performance using multiple criteria. By integrating theoretical 

principles with practical implementation issues, the methodology ensures that the framework 

being recommended would be both: a cryptographic obstacle for quantum adversaries; and 

would be scalable, interoperable and capable of being implemented in multiple types of DPI 

environments. 

 

Figure 2: Framework of Proposed Methodology 
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3.1 System Model of Critical Digital Public Infrastructure 

Digital Public Infrastructure, EPI system design employs an integrated: 3-tiered: app, net & sec; 

approach. Each of these three layers is integrated together and work in conjunction with one 

another to provide an end-to-end solution for successful & secure digital services [29]. App 

Layer: This is comprised of apps that provide service delivery & transactional functions such as 

Identity (e-ID), Payment (fiat & non-fiat), Health (HIS), e-Gov (MDG) etc. Net Layer: This 

provides communication via cloud, edge, and next gen networks (5G/6 G) technologies [30]. Sec 

Layer: Includes mechanisms to perform cryptography, auth, key mgmt.- each sec mechanism 

protects based on confidentiality, integrity, availability, and resilience to classical & quantum 

threats [31]. 

 Application Layer (𝑳𝑨) 

The Application Layer (𝐿𝐴) comprises the service-based elements of DPI, which include digital 

identity solutions, payment/financial solutions, healthcare databases, and e-governance 

applications. This layer can be defined as follows: 

𝐿𝐴 = {𝐴1, 𝐴2, 𝐴3, 𝐴4}                (1) 

Every application deals with confidential data 𝐷𝑖 = {𝑑1, 𝑑2, …, 𝑑𝑛}, making it imperative to 

provide robust security measures for the application layer. Security needs for this layer are 

specified as: 

𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦(𝐿𝐴 )= 𝐶𝑜𝑛𝑓𝑖𝑑𝑒𝑛𝑡𝑖𝑎𝑙𝑖𝑡𝑦 + Integrity + Availability        (2) 

It is crucial that this layer ensures the proper processing and access control because of its direct 

interaction with users and sensitive data. 

 Network Layer (𝐿𝑁) 

Distributed DPI constituents communicate and transmit data over the network layer, which 

consists of (1) Cloud Infrastructure, (2) Edge Devices, and (3) Communication Networks (e.g., 

5G/6G). Below is a definition of the network layer. 

𝐿𝑁 = {𝑁𝐶 , 𝑁𝐸 , 𝑁𝑇}           (3) 

Using the data carried by the network layer, the data transmitted across a network appears as 

follows: 

𝑇(𝐷): 𝐿𝐴 →  𝐿𝑁  → 𝐿𝐴                            (4) 

The effectiveness and efficiency (or performance) of this layer's transmission medium (or 

method of communication) is evaluated using the following metrics: 

𝑃𝑒𝑟𝑓𝑜𝑟𝑚𝑎𝑛𝑐𝑒(𝐿𝑁) = 𝑓(𝐿𝑎𝑡𝑒𝑛𝑐𝑦, Bandwidth, Throughput)    (5) 
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Intercommunication throughout this layer is critical to achieving low-latency, highly available, 

and dependable service delivery. 

 Security Layer (𝐿𝑆) 

With respect to both classical and quantum threats, the Security Layer (𝐿𝑆) provides protective 

mechanisms. The Security Layer (𝐿𝑆) can be described as: 

𝐿𝑆 = {𝐶, 𝐴, 𝐾}           (6) 

Where 𝐶 represents any/each of the existing cryptographic mechanisms; 𝐴 refers to the different 

Authentication Systems available for use;   refers to any Key Management technique. The 

Security Functionality can be described as:            

𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦(𝐿𝑆) = f (𝐶𝑃𝑄𝐶,𝐴, 𝐾)                                          (7) 

For the purposes of this document, 𝐶𝑃𝑄𝐶  refers to the various Post-Quantum Cryptographic 

algorithms. The overall purpose of the Security Layer 𝐿𝑆 is to provide secure transmission, 

secure access control, and secure Key Distribution across all implementations of a Critical 

Digital Public Infrastructure system and provide the framework for building Quantum-Resilient 

Security within Critical Digital Public Infrastructure. 

 

Figure 3: System Model of Critical Digital Public Infrastructure (DPI) [32] 

3.3 Threat Model 

This study provides a Verifiable Threat Model for evaluating the potential security threats of 

Quantum Computing against the overall Threat Vulnerability of all Critical Digital Public 

Infrastructure Systems. All security risks to PII (protected Innovation Information) based on the 
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use of Classical Cyber Combat Systems have been analysed, including those security risks 

associated with the advanced computing abilities of adversary forces and the implementation of 

Quantum Computers to conduct attacks against Critical Digital Public Infrastructure systems. 

𝑇 = {𝑇𝑄 , 𝑇𝐻, 𝑇𝑆}              (8) 

Where 𝑇𝑄 represents Quantum Threats, 𝑇𝐻 represents Harvest-Now-Decrypt-Later attacks, 

𝑇𝑆 represents System Level Threats. By structuring threats within a Threat Model; studies are 

developing a post-quantum Cryptographic Framework that would provide Long Term Security 

and Resilience for Critical Digital Public Infrastructure Systems. 

  Quantum Adversary (𝑇𝑄) 

The quantum adversary model postulates the existence of attackers with access to quantum 

computing power, who can exploit Shor's algorithm to compromise classical cryptographic 

algorithms, such as RSA or ECC. The level of vulnerability can be expressed mathematically as: 

𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝑐𝑙𝑎𝑠𝑠𝑖𝑐𝑎𝑙 → 0 𝑎𝑠 𝑄 → ∞         (9) 

Where Q = quantum computing power. Adversaries using quantum computers would easily 

solve the problems of integer factorization and discrete logarithms, thus compromising 

encryption, authentication, and key exchange. As such, the threat of quantum computing would 

greatly reduce the confidentiality of long-term data stored within Data Privacy Impact (DPI) 

systems unless there is a transition to "quantum resistant" cryptographic algorithms. 

 Harvest-Now-Decrypt-Later (HNDL) (𝑻𝑯)  

As a separate but related concern, attackers may use the HNDL (holds and decrypt later) attack 

model to collect and store today’s encrypted data, with the intention of decrypting it once 

quantum computing becomes a reality. The HNDL attack may be represented mathematically as: 

𝐷𝑓𝑢𝑡𝑢𝑟𝑒 =  𝐷𝑒𝑐𝑟𝑦𝑝𝑡𝑞𝑢𝑎𝑛𝑡𝑢𝑚(𝐸𝑛𝑐𝑟𝑦𝑝𝑡𝑡𝑜𝑑𝑎𝑦(𝐷))      (10) 

This threat is especially significant to DPI systems, where long-term sensitivity of data is a 

concern (e.g., medical records and financial records). While today's encryption may be secure 

against current attack methods, in the future, quantum computing may expose all stored data. 

Therefore, the proactive adoption of post-quantum cryptography is critical to mitigating the risk 

of delayed decryption. 

 System-Level Threats (𝑻𝑺) 

The types of threats to system-level (cybersecurity) include the following: (1) typical cyber-

attacks (e.g., malicious insider), (2) data tampering, and (3) theft or interception of 

communications. Each of these threats can be expressed as follows: 

𝑇𝑆 = {𝑇𝑖𝑛𝑠𝑖𝑑𝑒𝑟, 𝑇𝑡𝑎𝑚𝑝𝑒𝑟, 𝑇𝑖𝑛𝑡𝑒𝑟𝑐𝑒𝑝𝑡}           (11) 



International Journal of Computing and Engineering  

ISSN 2958-7425 (online)  

Vol. 8, Issue No. 2 pp 72 – 97, 2026                                                             www.carijournals.org 

80 
 

    

(1) Insider attacks are generally attacks on integrity by trusted parties, (2) Tampering with the 

data is an attack on integrity (3) Interception of the message compromises confidentiality during 

the delivery of such information. While all three attacks can occur independently of quantum 

capabilities, it is possible for them to be magnified when studies occur in a distributed Critical 

Digital Public Infrastructure (DPI) environment. Therefore, the use of robust authentication, 

secure communication protocols, and monitoring systems should be utilised in addition to the 

post-quantum cryptography. 

3.4   Proposed Post-Quantum Cryptographic Framework 

The framework presented is a layered, modular architecture for the design of Critical Digital 

Public Infrastructure (DPI) that provides scalability, flexibility, and quantum-resilience. The 

framework is made up of integrations of (1) cryptographic functions, (2) key management, (3) 

access control, and (4) monitoring components into a single system that can be expressed as 

follows: 

𝐹𝑃𝑄𝐶 = {𝐿𝐶 , 𝐿𝐾 , 𝐿𝐴, 𝐿𝑀}                                 (12) 

Where 𝐿𝐶  is the cryptography layer,  𝐿𝐾 is the key management layer, 𝐿𝐴 is the access control 

layer, and 𝐿𝑀  is the monitoring layer. With this overall structure, the features of (1) securing 

communication, (2) efficient management of keys, (3) controlling access, and (4) detecting 

threats in real time from traditional or quantum attacks, would be accomplished. 

 Cryptographic Layer (𝑳𝑪) 

The cryptographic layer provides quantum-resistance in both encryption and signature 

algorithms, using lattice algorithms such as Kyber and Dilithium, hash-based signatures such as 

SPHINCS+, and hybrid cryptographic methods of combining traditional and PQC methods. The 

security function is defined as: 

𝐶𝑡𝑜𝑡𝑎𝑙 =  𝐶𝑐𝑙𝑎𝑠𝑠𝑖𝑐𝑎𝑙 +  𝐶𝑃𝑄𝐶          (13) 

Where 𝐶𝑃𝑄𝐶 can provide protection against quantum-based attacks. Hybrid cryptography 

provides an ability to maintain backward compatibility as studies are transitioning to quantum-

safe systems. This layer provides the framework with the confidentiality, integrity and 

authentication protections necessary for the foundation of the framework’s resilience against the 

threats posed by emerging quantum computing. 

 Key Management Layer (𝑳𝑲) 

The key management layer provides for the secure generation, distribution, storage and renewals 

of cryptographic keys. This layer uses the Post-Quantum Key Encapsulation Mechanics (KEMs) 

such as Kyber to provide secure key exchange. The lifecycle of the key can be defined as: 

𝐾𝑙𝑖𝑓𝑒 = {𝑘𝑔𝑒𝑛, 𝑘𝑑𝑖𝑠𝑡, 𝑘𝑢𝑠𝑒, 𝑘𝑢𝑝𝑑𝑎𝑡𝑒, 𝑘𝑟𝑒𝑣𝑜𝑘𝑒}        (14) 
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This layer would provide key confidentiality and integrity across the distributed DPI systems. 

Efficient key revocation and rotation methods would mitigate the risk of losing the 

confidentiality of the key and ensure long-term cryptographic security in a dynamic operational 

environment. 

 Access Control Layer (𝑳𝑨) 

The access control layer uses Zero Trust Architecture (ZTA), multi-factor authentication, and 

identity-based access controls for secure authentication and authorisation mechanisms. All 

access control decisions are defined as: 

𝐴𝑐𝑐𝑒𝑠𝑠 = 𝑓(𝐼𝑑𝑒𝑛𝑡𝑖𝑡𝑦, 𝐴𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛, 𝐴𝑢𝑡ℎ𝑜𝑟𝑖𝑧𝑎𝑡𝑖𝑜𝑛)                                (15) 

Zero Trust architecture assumes nothing, and everything needs to be validated for every access 

request continuously. Each layer in the architecture allows only those authorized users or 

systems to have access to sensitive DPI resources, significantly reducing the risk associated with 

unauthorized users accessing sensitive resources or becoming inside threats. 

 Monitoring and Risk Layer (𝑳𝑴) 

The risk and monitoring layer would enable systems to continue to monitoring and detect 

possible threats to the systems continuously. Multiple analytical and detection capabilities exist 

within this layer, including anomaly detection, real-time monitoring of system activity, and risk 

ranking for critical assets. Risk analysis can be depicted as follows: 

𝑅𝑖𝑠𝑘 = 𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 × 𝐼𝑚𝑝𝑎𝑐𝑡        (16)    

The monitoring and risk layer accomplishes its goal of timely mitigation of anticipated 

vulnerabilities and threats by proactively identifying possible threats and vulnerabilities and 

leveraging continuous monitoring and analysis of suspected compromise of systems and ranking 

of vulnerable critical assets. The overall security posture of DPI systems would increase while 

staying on top of new threats, including potential attacks from quantum-computing technology. 

3.5 Hybrid Cryptographic Model 

To provide a seamless migration path from classical to post-quantum security mechanisms, 

hybrid cryptography would be utilized for backward compatibility. Through combining 

traditional cryptographic algorithms with post-quantum methodologies, all systems would 

maintain their secure operation until transitioning completely to quantum-resistant 

methodologies. This would minimize any disruption to existing infrastructure and would expand 

the interoperability between legacy and modern systems. The phased migration strategy 

associated with the hybrid model would provide layered protection to all sensitive data for both 

current cybersecurity threats and future risk associated with quantum computing. 
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3.6 Algorithm Selection Strategy 

A post-quantum algorithm selection process is established based on standardized 

recommendations for securing systems. The selection considers the trade-offs of security 

strength, efficiency, key length and scaling capability. Kyber is appropriate for encryption, 

Dilithium for digital signature creation and SPHINCS+ for hashing mechanism based security 

protocols with balanced performance trade-offs between quantum resistant and speed. 

Algorithm 1: Post-Quantum Cryptographic Algorithm Selection Procedure 

Input: Set of candidate algorithms A = {a1, a2, ..., an} 

       Selection criteria C = {Security, Efficiency, KeySize, Scalability} 

Output: Selected algorithms S 

Begin 

    Initialize S ← ∅ 

    For each algorithm ai in A do 

        Evaluate SecurityScore(ai) 

        Evaluate EfficiencyScore(ai) 

        Evaluate KeySizeScore(ai) 

        Evaluate ScalabilityScore(ai) 

       Compute OverallScore(ai) = 

            w1*SecurityScore(ai) + 

            w2*EfficiencyScore(ai) + 

            w3*KeySizeScore(ai) + 

            w4*ScalabilityScore(ai) 

    End For 

    Select top algorithms based on highest overall score 

    Assign: 

        Encryption ← Kyber 

        Signature ← Dilithium 

        Hash-based ← SPHINCS+ 

    S ← {Kyber, Dilithium, SPHINCS+} 

    Return S 

End 

 

3.7 Evaluation Metrics 

The performance of the framework is evaluated against many metrics that would yield 

quantitative measures of efficiency, scalability and security properties, using defined 

mathematical equations to create quantitative values per metric: 

 Latency (L):  𝐿 = 𝑡𝑒𝑛𝑐 +  𝑡𝑑𝑒𝑐 +  𝑡𝑐𝑜𝑚𝑚          (17) 

 Computational Overhead (C):  𝐶 =  
𝑇𝑡𝑜𝑡𝑎𝑙− 𝑇𝑏𝑎𝑠𝑒

𝑇𝑏𝑎𝑠𝑒
                   (18) 
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 Energy Consumption (E): 𝐸 = ∑ 𝑃𝑖 ×  𝑡𝑖           (19) 

 Key Size (K):  K=∣Key∣ (bits)           (20) 

 Throughput (T):  𝑇 =
𝑁𝑜𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠

𝑡𝑡𝑜𝑡𝑎𝑙
           (21) 

 Security Strength (S):  𝑆 = 𝑙𝑜𝑔2(𝐴𝑡𝑡𝑎𝑐𝑘 𝐶𝑜𝑚𝑝𝑙𝑒𝑥𝑖𝑡𝑦)        (22) 

   Collectively these values from all metrics would be used to define a performance vector. 

𝑃 = {𝐿, 𝐶, 𝐸, 𝐾, 𝑇, 𝑆}                     (23) 

4. Result and Analysis 

This section analyze results from simulations to provide an accurate understanding of the 

performance characteristics of various key metrics (including Latency, Throughput, Security and 

Resource Consumption) for different Cryptography Models. The Result further analyzes the 

performance of each model to determine which one provides the best trade-off between 

performance and security for real-world use. 

4.1 3 – Layer DPI model 

The Three-Layer DPI Model (Device-Platform-Interface) defines how digital systems are 

constructed on three levels: hardware, software platform, and layer of user interaction with the 

applications. By understanding how data flows through these systems, designers and engineers 

can gain a better understanding of how the components of their digital system would work well 

together and therefore would provide an efficient way to process data.  

Figure 4 shows the latency values for each simulation run over the course of 50 runs. As can be 

seen from the data, there was significant variance in the latencies across the simulation runs. 

Minimum latency was approximately 6 seconds, maximum latency was approximately 26 

seconds, and therefore, the latencies overall do not depict a consistent response by the overall 

system. In addition, most of the latencies were between 15 seconds and 23 seconds, and therefore 

this should be considered as the practical range of typical operations for this system. The 

majority of the simulation runs with sharp drops in latency occurred around run numbers 8, 12, 

21, 35 and 41, with latencies below ten seconds. In contrast, there were a number of simulation 

runs with latency spikes above 24 seconds, including runs 3, 22, 37 and 43. The overall latencies 

in the results do not consistently trend in either an upward or downward fashion, thereby 

indicating that the performance was affected predominantly by randomness rather than through 

gradual improvements or degradation of performance over time. 
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         Figure 4: DPI system latency across simulation runs. 

Figure 5 represents the DPI performance with multiple simulations performed on the system to 

illustrate its ability to effectively process data through a sequence of time intervals. Throughput 

speeds are consistently high, specifically between 91 and 99 Mbps. Most of the throughput 

values would reflect mid-range (i.e., approximately 94-96 Mbps). Therefore, it can be concluded 

that the DPI System is stable and reliable, with minor variation in throughput speeds, or even a 

small number of throughput dips and throughput peaks would not have a significant impact on 

the overall performance of the DPI system. Variability in throughput speeds can be attributed to 

a wide variety of reasons including differences in processing power and/or different conditions 

on the network, as there would be variations between each run of the simulation. In summary, 

the DPI system demonstrates continued reliability and consistency in throughput speed, which 

allows for continuous and high-volume data-processing operations to take place. 

 

Figure 5: Throughput performance of the DPI system across multiple simulation runs. 

4.2 Threat Model 

Threat modeling is a process for identifying potential security risks associated with a proposed or 

existing application, including what attackers and/or vulnerabilities exist. Once these elements 
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have been identified, a threat model would be developed that would assess alternative attacks on 

the identified application and develop alternatives to mitigate those threats by analyzing the 

various potential attacks. 

Figure 6 presents the threat score values from the DPI simulation that fluctuate widely, with 

scores falling within the range 23-84; however, most of the scores are between 25-45. Thus, the 

scores suggest that most of the simulations would reflect a moderate threat level, and thus the 

majority of the simulations would reflect a moderate threat environment. Nevertheless, there are 

some significant spikes observed where the threat score exceeds 60; therefore, there are some 

periods of more pronounced risk (greater than average) or abnormal activity. Furthermore, these 

spikes do not occur regularly; therefore, high risk (high threat) events may occur sporadically 

versus continuously. The variation in the threat score may be due to how traffic patterns changed 

throughout the simulation period or how the attack simulations were performed. Overall, while 

the overall threat level is believed to be intermittent periods of high threat levels, for the majority 

of time period, the overall threat level reflects a stable and manageable threat level throughout 

the simulation period. 

 

Figure 6: Threat level variation across DPI simulation runs. 

4.3 PQC Framework 

The PQC framework was developed for protecting systems from attack by quantum computers. 

It utilizes advanced cryptographic algorithms that have a longer useful life than traditional forms 

of encryption due to the expected vulnerability of the latter in the future. Figure 7 shows the  

observations of the PQC framework indicates that processing times vary among different 

simulations over the course of several runs. The average processing time for most observations is 

approximately between 9 and 13 seconds, indicating reasonably consistent processing 

performance, and the blocks of smaller 5 to 6 seconds and larger 17-18 seconds processing times 

are indicative of performance-related conditions caused by the processing of varying workloads 

during different runs. Overall, the PQC framework has consistently produced reasonable levels 
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of performance when operating under normal operating conditions, despite occasional minor 

variations, across a broad spectrum of simulation environments. 

 

          Figure 7: PQC framework processing time across simulation runs. 

Figure 8 shows the binary outcomes of an access control that are produced from a large number 

of running programs and result in alternating allow (1) and deny (0) results. The pattern is 

dynamic with rapid transitioning between allowing access and disallowing access, and there is a 

very slight emphasis toward the allow outcome even though there are many instances of disallow 

being present, indicating strict enforcement of access policy. The irregular distribution shows 

that there is a constant evaluation of the ability to grant access based on fluctuating conditions 

rather than based upon fixed access rules.  

 

  Figure 8: Access control decisions under the Zero Trust model across simulation runs. 

Also the occasional pattern of clusters of consecutive allows or disallows indicates that there 

may have been times when allowing access or disallowing access behaved consistently for short 

periods of time. Overall, the results indicate that Zero Trust is a responsive access control 
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mechanism that provides realtime configuration of decisions while still maintaining the level of 

security required and provides legitimate access when warranted. 

Figure 4.6 shows the level of risk monitoring varied greatly over a number of runs with most of 

the values falling somewhere between 0 and 10. The majority of values (scores) were 

concentrated in the mid-range of 4 and 8 indicating that there were an overall moderate level of 

risk for most of the observations, but from time to time there were periods of rapid change with 

very low risk (scores near 0) and very high risk (scores near 9 or 10). However there is a great 

deal of variance in how the system responded to changing conditions, hence the apparent high 

variability in the data makes it appear that the system was continually adapting to changing 

environmental conditions. The results suggest a dynamic environment characterized by generally 

moderate to low risk with occasional instances of elevated risk. 

 

Figure 9: Risk monitoring scores across simulation runs. 

4.4 Hybrid Cryptographic Model (Classical + PQC) 

A hybrid cryptographic model (classical + post-quantum) provides increased security by 

incorporating classical encryption with post-quantum algorithms. A hybrid model is designed to 

strike a balance between performance and future-proof security. Figure 10 shows an average of 3 

simulations that was completed for each of the three types of cryptographic approaches, and the 

classical model exhibited the lowest average latency (consistently between 1 and 3.5 sec.), 

indicating very fast processing. The post-quantum model exhibited periods of moderate latency 

(approximately 3 and 11 sec.) due to higher computational overhead resulting from longer 

running times. The hybrid model exhibited the highest period of latency (approximately 3 to 14 

sec.) since the combination of classical and post-quantum crypto methods required extra time for 

execution. All three models did experience fluctuations in latency due to changes in the level of 

encryption used, but the overall performance of each remained relatively consistent through all 

simulations. 
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      Figure 10: Latency comparison across classical, PQC, and hybrid cryptographic models. 

Figure 11 shows various encryption techniques produce different results when tested for the level 

of security over an extended period of time. The classical encryption method had the lowest level 

of security, scoring around 3 to 5, indicating that classic techniques provide weaker security than 

other encryption methods. Conversely, PQC and hybrid encryption techniques score on average 

between 8 and 10, demonstrating significantly higher levels of security than classical methods. In 

addition, because hybrid techniques utilize both classical and PQC algorithms, it frequently 

achieve a score of nearly 10, demonstrating enhanced security compared to their individual 

counterparts. All three encryption techniques have experienced some minor fluctuations over 

time, but PQC and hybrid techniques continue to exhibit consistent levels of strength.  

 

Figure 11: Security strength comparison across classical, PQC, and hybrid cryptographic 

models. 

4.5 Algorithm Selection 

Algorithm selection is the process of determining appropriate cryptographic algorithms for a 

system based on performance, security, and efficiency criteria. It allows for optimal balance 
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between strength of protection and cost of computation for different systems. Figure 12 shows 

the relative scores assigned to cryptographic algorithms based upon overall suitability. The prime 

choice of all those considered, Kyber scored approximately 7.8, which is indicative of both 

excellent performance and acceptance by the test group. Following closely is Dilithium with a 

rating of approximately 7.6. SPHINCS+ is rated in the middle with a score of approximately 7.0.  

 

            Figure 12: Algorithm selection scores for different cryptographic techniques. 

The traditional algorithms; however, ECC and RSA have significantly lower score ranges, 6.5 

and 6.4 respectively, indicating a lesser degree of effectiveness. The scores indicate a tendency 

to favor post-quantum algorithms. Such findings reflect an overall trend of moving toward more 

advanced and future-proof cryptographic systems. 

4.6 Evaluation Metrics 

Figure 13 shows the Latency performance was measured in three models over several simulation 

runs. It further shows the classical approach consistently that had the lowest latency value 

generally between 1 sec to 3 sec with fast execution of performance as measured. The PQC 

model had more substantial values of Latency that were variable with approximately 3 sec to 9 

sec due to an increased degree of computational complexity. The hybrid model provided 

moderate performance values of Latency in the range of 2 sec to 6 sec providing a good balance 

between efficiency and performance security. All of the models provided significant variability 

between runs however their relative positions remain fairly stable. The overall results 

demonstrate the trade-offs regarding efficiency and security when utilizing either more advanced 

or greater combined methods of cryptography. 
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Figure 13: Latency comparison across classical, PQC, and hybrid models. 

Figure 14 shows the overhead ratios for the three cipher kinds on the different simulations. The 

classical model presents an overhead ratio equal to 0 (i.e., virtually no additional processing 

cost); the PQC model shows the greatest overhead ratio (approximately 2.0) as a result of the 

additional work required to process a post-quantum algorithm; the hybrid model produces an 

upper-range overhead near 0.9, allowing for a balance between efficient processing speed and 

high levels of security. All three overhead values exhibit flat trend lines through all runs, 

indicating no change over time period. Therefore, the figure represents the relationship between 

overhead and security when implementing advanced cryptographic implementations or 

combined cryptography implementations. 

 

 Figure 14: Overhead comparison across classical, PQC, and hybrid cryptographic models. 

Figure 15 compares the energy consumption of three different cryptographic models through 

multiple simulation iterations. The classical technique balances maximum energy efficiency, 

consuming between 2 and 6 units of energy on average. On the other hand the PQC model 

consumes significantly more energy, fluctuating from an estimated 10 to 36 units due to the 

higher level of computation complexity required for service protection.  
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Figure 15: Energy consumption comparison across classical, PQC, and hybrid cryptographic 

models. 

The hybrid model is placed in the middle of these extremes in terms of both energy consumption 

(typically consuming between 5 and 17 units). Although all three models show a significant 

amount of variability within this dataset, the overall relative energy consumption patterns of 

these three models are stable. Overall, the figure illustrates the relative trade-off between top-

level security and increased energy consumption. 

Figure 16 shows the key size variation in the simulation runs for three different cryptographic 

models. The classical cryptosystems used consistently small key sizes (between 1000 and 2000 

bits), requiring less storage and computational resources compared to their post-quantum 

counterparts. In contrast, the key sizes for the post-quantum models were consistently larger than 

4000 bits to approximately 8000 bits in size, indicating stronger security mechanisms. The 

hybrid models utilized key sizes that were intermediate in size, typically between 2000 and 4000 

bits, and thus provided a balance between efficiency and improved security strength. Although 

key size variations were evident across the simulation runs, the overall relative differences 

remained constant. Thus, in summary, the results presented in the figures demonstrate the 

compromises involved with respect to the addition of security strength vs the corresponding 

incremental increase in key size. 
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Figure 16: Key size comparison across classical, PQC, and hybrid cryptographic models. 

Figure 17 shows how well the three types of cryptography work at three different levels 

(throughput) and based upon multiple simulations. The classical model had the highest 

throughput of the three models, with very high throughput for most (for example between 90 and 

100 megabits per second), showing that it handles data very efficiently. The PQC model had a 

significantly smaller throughput (70 to about 90 megabits per second on average), mainly due to 

the additional overhead incurred because of processing an increased amount of computation. The 

hybrid model performed somewhere in between those two models, typically achieving about 80 

to 95 megabits per second, which is both a good balance of throughput and enhanced security 

compared with classical plus increased security from NR / DSS. While fluctuation in throughput 

is very evident for each model, the general trend remains consistent with respect to each models 

throughput performance during the entire simulation length. The figure as a whole illustrates the 

relationship of trade-offs between better/stronger security systems to be used versus achievable 

data transfer rates (throughput). 

 

Figure 17: Throughput comparison across classical, PQC, and hybrid cryptographic models. 

Figure 18 displays the Security level comparisons from three different cryptographic algorithms 

across a large number of simulated trials. The traditional algorithm consistently received the 

lowest and most variable security scores ranging from approximately 0.5 to 7, showing 

comparatively weak and inconsistent protection levels. The other two forms of encryption, PQC 

and Hybrid, both received consistently higher scores typically between 8 and 10. The Hybrid 

encryption consistently performed very well with scores that were typically near the maximum 

range, which indicates greatly improved reliability. While there were some minor variations in 

scores received on the tests, the overall trend clearly demonstrates how superior the performance 

of the newer encryption technologies compared to traditional technologies.  
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Figure 18: Security level comparison across classical, PQC, and hybrid cryptographic models. 

Figure 19 shows the three cryptographic methods of comparison, average performance measures. 

Further it shows latency, overhead, and key size. This makes classical cryptography efficient, but 

offers lower security than the others. The PQC (New Post-Quantum) approach shows higher 

measures than classical with respect to latency, energy usages, and key sizes. PQC has increased 

levels of security at the expense of performance, compared to classical and hybrid methods. 

 

Figure 19: Final performance comparison across classical, PQC, and hybrid cryptographic 

models. 

The hybrid combines both extremes, providing moderate levels of latency, energy, and key sizes, 

while providing for higher throughput and reliable levels of security. Classified and hybrid 

methods have higher levels of throughput than PQC. Thus the models show trade-offs between 

efficiency, resource utilization, and strength of security 

5. Conclusion 

The study emphasizes the slow transition from current traditional forms of crypto to more 

advanced, quantum resistant forms of crypto that protect critical digital public infrastructure. The 

results of experiments conducted showed that while Classical models for crypto produce low 
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latencies, consume little power, and have little overhead, Classical models for crypto are also 

much weaker than post-quantum models for crypto in terms of security. Conversely, while post-

quantum crypto provides good resistance against possible quantum attacks, it has much higher 

computational complexity, larger keys, and requires much more energy than Classical crypto. A 

Hybrid crypto model emerges as a relative compromise to provide some of the advantages of 

Classical models and some of the advantages of post-quantum models. A Hybrid model provides 

superior security while providing some acceptable level of performance that would support real 

world deployments. The proposed framework places particular emphasis on the choice of 

algorithms and sustained monitoring of the security of the infrastructure in order to allow for 

points of adaptive resistance to new and changing threats, and thus allow a Hybrid/pqc-based 

framework to be implemented across infrastructures and remain secure from both present threats 

and future threats.   
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