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Abstract 

Purpose: A secure, low-latency, and scalable synchronization framework is required for the 

Industrial Metaverse to connect distributed Industrial IoT (IIoT) devices, digital twins, and edge 

nodes. To accomplish this goal, the study introduces the Quantum-Resilient Decentralized 

Swarm Intelligence Framework (QR-DSIF) that fuses Particle Swarm Optimization (PSO), Ant 

Colony Optimization (ACO), system-wide trust management via Blockchain technology, Edge 

Computing architectures, and CRYSTALS-Kyber Post-Quantum Cryptography into one 

framework. 

Methodology: The efficiency of QR-DSIF was shown in the simulation results using Particle 

Swarm Optimization (PSO), Ant Colony Optimization (ACO), Blockchain technology, Edge 

Computing architectures, and CRYSTALS-Kyber Post-Quantum Cryptography. 

Findings: The ACO routing mechanism provided routes that were approximately 650 units in 

length prior to using this mechanism and had achieved only 22 units after 11 iterations for a 

routing efficiency of 98%. Trust scores assigned to the blockchain were found to range from 0.64 

to 0.98, with an average trust score of 0.85, and the levels of agreement among consensus 

participants ranged between 85% and 90%. Both encryption and decryption operations 

consistently maintained their processing time at/under 0.001 ms., while remaining consistent 

(0.03–0.04 ms.) when using Kyber encryption. PSO convergence produced improvements in 

fitness of 76.1 to 74.38, while the edge-node loads were balanced within a range of 535 to 620 

units. Additionally, synchronization delay was improved from 86 to 75 ms, or approximately 

12.8%. 

Unique Contribution to Theory, Policy and Practice: These results indicate that QR-DSIF 

would provide efficient routing, strong security, balanced resource utilization, and reliable 

synchronization for Industrial Metaverse environments. 

Keywords: Industrial Metaverse, Swarm Intelligence, Post-Quantum Cryptography, 

CRYSTALS-Kyber, Blockchain Trust Management, Real-Time Synchronization  
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1. Introduction 

The rapid evolution of industrial digitalization has led to the emergence of the Industrial 

Metaverse, a virtual–physical integrated ecosystem that combines industrial automation, Internet 

of Things (IoT), cyber-physical systems, digital twins, edge computing, and immersive 

technologies such as augmented reality (AR) and virtual reality (VR) [1]. In industrial metaverse 

environments, machines, robots, sensors, operators, and virtual agents continuously interact in 

real time to optimize production, monitoring, predictive maintenance, and collaborative 

manufacturing [2]. However, achieving secure and synchronized communication among 

distributed industrial entities remains one of the major challenges due to the enormous volume of 

data exchange, low-latency requirements, and increasing cyber threats [3]. Traditional 

centralized synchronization frameworks are often vulnerable to single-point failures, data 

tampering, scalability limitations, and high computational overhead, making them unsuitable for 

next-generation industrial metaverse infrastructures [4]. 

Simultaneously, the advancement of quantum computing introduces a serious threat to 

conventional cryptographic mechanisms used in industrial communication systems [5]. The 

classical encryption algorithms like RSA and ECC would be vulnerable to quantum attacks 

because of quantum algorithms like Shor's algorithm that can break the existing public key 

cryptographic algorithm within reasonable computational time [6]. The implementations of 

quantum computers would have a significant impact on industrial metaverse platforms, 

particularly with regard to secure authentication, distributed synchronization and trusted data 

sharing, highlighting the need for quantum-resilient security architectures [7]. Thus, combining 

post quantum cryptography with the decentralized intelligence mechanisms is an interesting 

research area for the security of future computational risks in the industrial cyber physical 

ecosystems [8]. 

 

Figure 1: Overview of the proposed industrial metaverse architecture [9]. 
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Collective behavior of biological organisms like ants, bees, birds, and fish schools has drawn 

great interest as a decentralized computational paradigm named swarm intelligence [10]. Swarm-

based systems have characteristics such as self-organization, adaptability, robustness, fault 

tolerance, and distributed decision making, which are desirable for the dynamic industrial 

metaverse environment [11]. Swarm intelligence can enhance the scalability, resilience and real-

time coordination of distributed industrial networks by allowing autonomous agents to work 

together to complete synchronization and optimization tasks without needing central controllers 

[12]. For industrial metaverse architectures, various optimization techniques like Particle Swarm 

Optimization (PSO), Ant Colony Optimization (ACO), and Artificial Bee Colony (ABC) 

algorithms can be used to optimize synchronization latency, resource allocation, trust 

management, and secure routing [13].  

To overcome these difficulties, the proposed work is designed to integrate these four elements 

such as decentralized swarm intelligence, blockchain based trust management, edge computing, 

and post-quantum cryptographic security into an on-going system [14]. According to this 

architecture, industrial nodes are intelligent swarm agents that can share the synchronization 

information collaboratively and adapt dynamically to network conditions and cyber threats [15]. 

In industrial communications, blockchain or distributed ledger technologies offer ways for 

transactions to be validated immutably and consensus to be reached in a decentralized manner, 

which helps to ensure transparency and resistance to tampering [16]. At the same time, the 

sensitive information of industry can be secured from quantum attacks with the help of post-

quantum cryptographic algorithms like lattice-based or hash-based encryption algorithms. 

Moreover, the framework integrates edge computing to minimize latency and enable real-time 

processing at the edge, close to the industrial devices [17]. Unlike the conventional centralized 

approach, the decentralized approach of edge-enabled swarm agents can make the 

synchronization decisions without relying heavily on remote cloud servers, and reduce the 

communication delays and enhance the operational efficiency [18]. In industrial metaverse 

applications like smart manufacturing, robotic coordination, autonomous logistics, remote 

maintenance, and digital twin interaction, the need for real-time synchronization is especially 

paramount, as minor delays or synchronization errors can result in production downtimes, 

operational instability, or safety risks [19]. The proposed framework is based on the concept of 

swarm intelligence and decentralized coordination at the edge, which improves the accuracy, 

reliability and scalability of synchronization in a large-scale industrial ecosystem.  

In this paper, a Quantum-Resilient Decentralized Swarm Intelligence Framework (QR-DSIF) is 

proposed for real-time synchronization in Industrial Metaverse environments to achieve security. 

The proposed framework combines the functionalities of the swarm intelligence algorithms, trust 

management and blockchain technologies, edge computing, Industrial Internet of Things (IIoT), 

digital twin, and post-quantum cryptography to enable secure, scalable and low-latency 

communication in the industrial sector. The following are the research objective of the study: 
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 To design a quantum-resilient decentralized swarm intelligence framework for secure 

real-time synchronization in Industrial Metaverse environments.  

 To integrate swarm intelligence algorithms such as PSO and ACO for adaptive 

coordination and synchronization optimization among industrial nodes. 

 To incorporate post-quantum cryptographic techniques, particularly the CRYSTALS-

Kyber model, to protect industrial communication against future quantum computing 

attacks.  

 To reduce synchronization delay, communication latency, and computational 

overhead using edge computing and decentralized processing mechanisms. 

 To evaluate the proposed framework using MATLAB and Python simulations based 

on performance metrics such as throughput, packet delivery ratio, scalability, energy 

consumption, and security resilience. 

2. Research methodology 

2.1 Proposed Framework Design 

The proposed Quantum-Resilient Decentralized Swarm Intelligence Framework (QR-DSIF) aims 

at offering secure, scalability, and real-time synchronization for Industrial Metaverse 

environments. It incorporates various concepts such as decentralized swarm intelligence, 

blockchain-based trust management, edge computing, Industrial Internet of Things (IIoT), digital 

twins, and post-quantum cryptography in a coherent design. In Industrial Metaverse systems, 

thousands of sensors, robots, autonomous machines and virtual digital twins are constantly 

sharing real-time data with each other. Centralized synchronization methods add latency, 

bottlenecks and single point security failures. The proposed framework overcomes these 

drawbacks by introducing decentralized swarm agents that self-organize synchronization tasks 

based on principles from collective intelligence, which are modeled after ant colonies and 

particle swarms. Each industrial node is an intelligent swarm agent that can be integrated to 

make decisions locally, verify trust and adaptively synchronize. It is composed of five layers: 

perception layer, edge intelligence layer, swarm coordination layer, blockchain security layer and 

Industrial Metaverse application layer. 

At the perception layer, IIoT devices continuously generate industrial operational data 

represented as: 

𝑆(𝑡) = {𝑠1(𝑡), 𝑠2(𝑡), 𝑠3(𝑡), . . . , 𝑠𝑛(𝑡)} 

Here 𝑆(𝑡) is the set of sensor data streams gathered at time t and n is the number of industrial 

devices. These sensor streams are sent to the edge nodes in the vicinity for preprocessing and 

latency reduction. The edge intelligence layer helps reduce the delay in communication by 

computing locally before sending synchronized states to the decentralized swarm network. 

Mathematically, the synchronization delay of industrial nodes is described as: 

𝐷𝑠𝑦𝑛𝑐 = 𝐷𝑐𝑜𝑚𝑚 + 𝐷𝑝𝑟𝑜𝑐 + 𝐷𝑞𝑢𝑒𝑢𝑒 
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where: 

 𝐷𝑠𝑦𝑛𝑐= total synchronization delay  

 𝐷𝑐𝑜𝑚𝑚= communication delay  

 𝐷𝑝𝑟𝑜𝑐= processing delay  

 𝐷𝑞𝑢𝑒𝑢𝑒= queuing delay  

The main goal of the proposed framework is to reduce the delay of the synchronization 

operation, along with the maximization of security and scalability. Hence, the objective function 

for optimization is: 

min⁡𝐹 =∑ (𝛼
𝑛

𝑖=1
𝐷𝑖 + 𝛽𝐿𝑖 + 𝛾𝐸𝑖) 

where: 

 𝐷𝑖= synchronization delay of node 𝑖 

 𝐿𝑖= network latency  

 𝐸𝑖= encryption overhead  

 𝛼, 𝛽, 𝛾= weighting coefficients controlling optimization priorities  

The swarm coordination layer distributes synchronization tasks among industrial nodes in a 

dynamically distributed way via the use of decentralized swarm intelligence algorithms. Each 

swarm agent adapts its synchronization state with the following adaptive velocity and position 

equations inspired by Particle Swarm Optimization (PSO): 

𝑉𝑖
𝑡+1 = 𝑤𝑉𝑖

𝑡 + 𝑐1𝑟1(𝑃𝑖
𝑡 − 𝑋𝑖

𝑡) + 𝑐2𝑟2(𝐺
𝑡 − 𝑋𝑖

𝑡) 

where: 

 𝑉𝑖
𝑡+1= updated velocity of swarm agent 𝑖 

 𝑤= inertia weight  

 𝑐1, 𝑐2= acceleration coefficients  

 𝑟1, 𝑟2= random variables  

 𝑃𝑖
𝑡= local best position  

 𝐺𝑡= global best position  

 𝑋𝑖
𝑡= current position of the agent  

The updated synchronization position of each node is obtained using: 

𝑋𝑖
𝑡+1 = 𝑋𝑖

𝑡 + 𝑉𝑖
𝑡+1 
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This adaptive swarm approach facilitates intelligent coordination between distributed industrial 

nodes without suffering centralized bottlenecks. The blockchain security layer provides 

decentralized trust management and synchronization immutability records. The transactions are 

processed in a decentralized consensus and post-quantum cryptographic algorithms ensure their 

security for each synchronization transaction. The trust value of each node is dynamically 

calculated as: 

𝑇𝑖 =
𝑆𝑖 + 𝐴𝑖
𝑁𝑖

 

where: 

 𝑇𝑖= trust score of node 𝑖 

 𝑆𝑖= successful synchronization events  

 𝐴𝑖= authentication accuracy  

 𝑁𝑖= total synchronization requests  

The framework is made quantum resilient by incorporating lattice-based cryptographic 

techniques. The complexity of the encryption is shown by: 

𝐶𝑒𝑛𝑐 = 𝑂(𝑛2log⁡𝑛) 

where 𝑛 denotes lattice dimensionality. These post-quantum protocols offer protection against 

any attack by quantum computing and also preserve computational practicality. The proposed 

architecture utilizes blockchain-based distributed consensus to ensure consistency in 

synchronization. The efficiency of such consensus protocol can be quantified by: 

𝐸𝑐 =
𝑇𝑝

𝑇𝑡
 

where: 

 𝐸𝑐= consensus efficiency  

 𝑇𝑝= processed transactions  

 𝑇𝑡= total transactions generated  

Finally, the Industrial Metaverse application layer visualizes the synchronized digital twins, 

industrial processes, robots autonomously and, the monitored system dashboards in real time. 

Hence the proposed QR-DSIF framework establishes the secure, intelligent, decentralized and 

quantum-secured synchronization ecosystem which is well-capable of accommodating the next 

generation industrial metaverse applications in the aspects of low latency, adaptive 

synchronization and, trustworthy and scalable. 
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2.2 Mathematical Modeling and System Formulation 

The mathematical modeling and system formulation stage is found to be very critical in the 

design of the proposed quantum-resilient decentralized swarm intelligence framework for secure 

real-time synchronization in Industrial Metaverse environments. The aim of this stage is to 

establish a formal mathematical representation of the decentralized industrial network, 

synchronization process, swarm coordination mechanism and the quantum secure 

communication model. The formulation enables optimal communication efficiency, minimisation 

of communication synchronization delay and security from quantum-based cyber-attack.  

The Industrial Metaverse environment is simulated on a distributed graph network, which is 

represented by: 

𝐺 = (𝑉, 𝐸) 

where: 

 𝑉represents the set of industrial nodes, edge devices, digital twins, and swarm agents.  

 𝐸represents the communication links between interconnected nodes.  

Each industrial node periodically shares real-time working state information with other 

neighbors. For each node, state synchronization status can be described as: 

𝑆𝑖(𝑡) = {𝑥𝑖(𝑡), 𝑦𝑖(𝑡), 𝑧𝑖(𝑡)} 

where: 

 𝑥𝑖(𝑡)denotes computational state,  

 𝑦𝑖(𝑡)denotes communication state,  

 𝑧𝑖(𝑡)denotes synchronization status of node 𝑖at time 𝑡.  

The main goal of the framework is to reduce a maximum synchronization delay and 

communication overhead while retaining decentralized coordination. The objective function for 

optimization is set up as follows: 

𝐹(𝑥) = min⁡∑ (𝛼
𝑁

𝑖=1
𝐿𝑖 + 𝛽𝐷𝑖 + 𝛾𝐶𝑖) 

where: 

 𝐿𝑖= communication latency,  

 𝐷𝑖= synchronization delay,  

 𝐶𝑖= computational overhead,  

 𝛼, 𝛽, 𝛾are weighting coefficients,  
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 𝑁is the total number of industrial agents.  

The swarm intelligence mechanism is mathematically simulated by Particle Swarm Optimization 

(PSO). Every swarm agent keeps track of its position and velocity based on the adjacent 

industrial state. The equation for the velocity update is: 

𝑣𝑖
𝑡+1 = 𝑤𝑣𝑖

𝑡 + 𝑐1𝑟1(𝑝𝑖
𝑡 − 𝑥𝑖

𝑡) + 𝑐2𝑟2(𝑔
𝑡 − 𝑥𝑖

𝑡) 

where: 

 𝑣𝑖
𝑡+1= updated velocity of agent 𝑖,  

 𝑤= inertia weight,  

 𝑐1, 𝑐2= acceleration constants,  

 𝑟1, 𝑟2= random coefficients,  

 𝑝𝑖
𝑡= personal best position,  

 𝑔𝑡= global best position.  

The corresponding position update is represented as: 

𝑥𝑖
𝑡+1 = 𝑥𝑖

𝑡 + 𝑣𝑖
𝑡+1 

The swarm-based optimization allows an adaptive synchronization and decentralized decision 

making in dynamic industrial environments. The framework incorporates post-quantum 

cryptographic functions to ensure secure communication in the future against quantum attacks. 

The secure encrypted communication between nodes is modelled as: 

𝐶 = 𝐸𝑛𝑐𝑃𝑄(𝑀,𝐾) 

where: 

 𝑀represents industrial metaverse data,  

 𝐾denotes the quantum-safe encryption key,  

 𝐸𝑛𝑐𝑃𝑄represents post-quantum encryption operation,  

 𝐶is the generated ciphertext.  

The consensus synchronization between industrial agents is decentralized and is formulated by 

the distributed averaging consensus: 

𝑥𝑖(𝑡 + 1) = 𝑥𝑖(𝑡) +∑ 𝑎𝑖𝑗
𝑗∈𝑁𝑖

(𝑥𝑗(𝑡) − 𝑥𝑖(𝑡)) 

where: 

 𝑁𝑖denotes neighboring nodes,  
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 𝑎𝑖𝑗represents adjacency weight between nodes 𝑖and 𝑗.  

This equation enables a gradual convergence of all industrial agents towards a globally 

synchronized state, while maintaining decentralized coordination. These include metrics such as 

synchronization accuracy, minimizing latency, optimizing computations, and security resilience 

to assess the overall system performance. The mathematical model serves as a theoretical basis 

for the realization of the synchronization systems with intelligence, scalability and resistance to 

quantum attacks in the field of Industrial Metaverse. 

2.3 Integration of Quantum-Resilient Security Mechanism Using CRYSTALS-Kyber 

Model 

The proposed framework for the Industrial Metaverse environment includes the integration of a 

quantum-resilient security mechanism. Traditional cryptographic techniques like RSA and ECC 

would be susceptible to attacks from future quantum computers as more and more industrial 

systems are relying on interconnected digital twins, edge devices, IoT sensors, and decentralized 

communication networks. To overcome this issue, the proposed model is based on the 

CRYSTALS-Kyber model [20] which is one of the Top-5 lattice-based post-quantum 

cryptographic algorithms recommended by the National Institute of Standards and Technology 

(NIST) for quantum-safe encryption.  

Secure key encapsulation and encrypted data exchange is supported for decentralized swarm 

agents in the Industrial Metaverse communication layer by the CRYSTALS-Kyber algorithm 

[21]. The model works with cryptographic structures that are based on lattices and are 

invulnerable to attacks by quantum computers based on Shor's algorithm. The architecture 

proposed here, each industrial node generates a public-private key pair using Kyber key 

generation mechanism [22]. In communication, the swarm agents do not exchange sensitive 

operational content directly, but rather session keys which are encrypted. 

The secure communication process can be represented mathematically as: 

𝐶 = 𝐸𝑛𝑐𝐾𝑦𝑏𝑒𝑟(𝑀, 𝑃𝐾) 

where: 

 𝑀represents industrial metaverse data,  

 𝑃𝐾denotes the public key,  

 𝐸𝑛𝑐𝐾𝑦𝑏𝑒𝑟represents Kyber encryption,  

 𝐶is the encrypted ciphertext.  

The decryption process at the receiving node is expressed as: 

𝑀 = 𝐷𝑒𝑐𝐾𝑦𝑏𝑒𝑟(𝐶, 𝑆𝐾) 
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where 𝑆𝐾denotes the private secret key. 

The adoption of CRYSTALS-Kyber strengthens the confidentiality, authentication, and resilience 

of the system against quantum-based cyber-attacks and allows the system with minimum 

computation overhead which can facilitate the industrial real time synchronization. The 

computational overhead and lightweight characteristics of Kyber are also applicable for edge 

computing and IoT devices. Thus the proposed quantum-resistant system provides a secure 

distributed coordination and an authenticated swarm communication as well as reliable 

synchronization in industrial metaverses. 

2.4 Simulation Environment Setup 

A prototype of the suggested model has been realized and assessed using MATLAB and Python 

simulation platforms for performance evaluation with regard to synchronization performance, 

decentralization, security robustly, and scalability in the Industrial Metaverse setting. 

Table 1: Simulation Parameters 

Parameter Symbol Value/Range Description 

Number of Industrial 

Nodes 

(N) 50 – 500 Total IIoT devices in the network 

Number of Swarm 

Agents 

(As) 20 – 200 Intelligent synchronization 

agents 

Communication Range (Rc) 50 – 200 m Wireless transmission range 

Synchronization Interval (Ts) 1 – 10 sec Time between synchronization 

cycles 

Network Bandwidth (Bw) 10 – 100 Mbps Available communication 

bandwidth 

Communication Delay (DComm) 5 – 100 ms Data transmission delay 

Processing Delay (Dproc) 2 – 50 ms Edge node computation delay 

Packet Size (Ps) 512 – 4096 Bytes Industrial data packet size 

Software Tools — MATLAB, Python Simulation platforms used 

Blockchain Platform — Ethereum/Hyperledger Decentralized ledger 

environment 

Hardware Configuration — Intel i7, 16GB RAM Simulation execution system 

 

3. Result and Analysis 

In the Results and Analyses section, simulations are performed to assess the performance of the 

QR-DSIF approach in an IoT Industrial context. These performances are evaluated on important 
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performance measures of routing effectiveness, trust management, communication quality, 

encryption performance, synchronisation latency and resource utilization. The graphical 

representation of the data demonstrates the improvement in network reliability, security and 

overall system performance of the proposed method when compared to other possible methods, 

across a wide range of operating conditions. The Figure 4 presents an Ant Colony Optimization 

(ACO) route over a 1000 × 1000 coordinate space containing approximately 100 nodes. Each 

blue point represents a location, while the black lines show the paths selected by the algorithm 

to connect nearby nodes efficiently. The route structure indicates that the algorithm forms 

several local clusters, reducing unnecessary long-distance travel and improving overall route 

efficiency. Densely connected regions can be observed around coordinates (150, 850), (780, 

300), and (300, 600), where multiple nodes are linked through short paths. The highlighted red 

segment near coordinates (470, 240) appears to indicate a recently updated or emphasized route 

connection. Overall, the solution demonstrates effective path optimization by minimizing travel 

distances while maintaining connectivity among the distributed nodes across the search area. 

 

Figure 4: ACO-Optimized Route Showing Efficient Node Connectivity and Cluster-Based Path 

Formation 

Figure 5 illustrates how the ACO algorithm improves over time, taking data after 50 iterations of 

calculation to show the convergence of the ACO method. As shown, the best route length starts 

at approximately 650 units in the first iteration, and drops slightly to approximately 605 units in 

the second and third iterations. Additionally, by the start of Iteration 4, and continuing on until 

the start of Iteration 10, there is sharp decrease in distance travelled, resulting in a new best route 

length of approximately 90 units. This drop represents the discovery of a much better route; 

therefore, this new value remains stable up until the end of Iteration 10, after which Iteration 11 

also shows a reduction in distance travelled of approximately 22 units. The distance travelled did 

not change from Iteration 11 to Iteration 50; this indicates convergence, as all distances remain 

stable. Thus, the ACO algorithm has successfully completed its goal through fast optimization, 

effective searching and successfully locating a near-optimal route. 
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Figure 5: Convergence of ACO Algorithm Showing Rapid Reduction in Best Route Length 

Figure 6 shows the blockchain trust scores for 100 blocks, ranging from 0.64 to 0.98 with an 

average of approximately 0.85. Most scores fall between 0.80 and 0.90, indicating a reliable and 

stable blockchain network. Although minor fluctuations occur at a few blocks, the trust levels 

remain consistent, demonstrating robust trust management and reliable block verification. 

 

Figure 6: Blockchain Trust Score Distribution Across Sequential Blocks 

The Figure 7 presents the communication quality matrix for 100 industrial nodes. Most node 

pairs have low communication quality, while active links exhibit quality scores between 0.4 and 

1.0, with several exceeding 0.9. The scattered distribution of high-quality links indicates a 

decentralized network with selective but reliable connectivity. 
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Figure 7: Communication Quality Matrix Among Industrial Nodes 

The Figure 8 shows the distribution of consensus agreement, ranging from 65% to 100%, with 

most values concentrated between 85% and 90%. Lower agreement levels occur rarely, 

indicating consistently high consensus among participants and a reliable, stable consensus 

formation process. 

 

           Figure 8: Distribution of Consensus Agreement Levels Across Network Participants 

Figure 9 shows the decryption time for 100 successive messages. After an initial overhead of 

approximately 0.0108 ms, the decryption time rapidly decreases and remains below 0.0015 ms, 

with only minor fluctuations. These results demonstrate efficient and stable decryption 

performance with minimal processing delay. 
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Figure 9: Decryption Time Performance across Sequential Messages 

The Figure 10 compares communication, processing, and queue delays across 100 industrial 

nodes. Communication delay (15–90 ms) is the dominant component, while processing delay is 

moderate (6–50 ms) and queue delay remains the lowest (2–20 ms). These results indicate that 

communication latency is the primary factor affecting overall network response time. 

 

Figure 10: Analysis of Communication, Processing, and Queue Delays Across Industrial Nodes 

The Figure 11 shows the load distribution across 10 edge nodes, ranging from 535 to 620 units. 

Most nodes maintain balanced workloads with no significant overloading or underutilization, 

indicating efficient resource utilization and effective load balancing across the edge network. 
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Figure 11: Load Distribution across Edge Computing Nodes 

Figure 12 shows the encryption time for 100 consecutive messages. After an initial overhead of 

approximately 0.0076 ms, the encryption time rapidly decreases and remains below 0.0012 ms 

with only minor fluctuations. These results demonstrate stable, efficient encryption with very 

low computational overhead. 

 

Figure 12: Encryption Time Performance across Sequential Messages 

The Figure 13 shows the Industrial Internet of Things (IIoT) network topology with 

approximately 100 nodes distributed over a 1000 × 1000 coordinate area. The network exhibits a 

decentralized architecture with clustered local connectivity, enabling efficient data transmission, 

scalability, and reliable communication among industrial nodes. 
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Figure 13: Industrial IIoT Network Topology with Spatial Node Connectivity 

Figure 14 shows the Kyber lattice-based encryption time over 50 iterations. After an initial 

encryption time of approximately 0.077 ms, the execution stabilizes between 0.030 and 0.040 

ms, with only a few temporary spikes, including a maximum of 0.085 ms at iteration 26. Overall, 

the results demonstrate stable and efficient encryption performance. 

 

Figure 14: Kyber Lattice Encryption Time across Iterative Executions 

The Figure 15 shows the recovery accuracy of the Kyber cryptographic scheme over 50 

iterations. Most iterations achieve accuracy close to 100%, with only a few temporary drops to 

45–53%. Overall, the results demonstrate high recovery accuracy and reliable performance 

despite minor fluctuations. 
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Figure 15: Kyber Recovery Accuracy across Iterative Evaluations 

Figure 16 shows the convergence of the PSO algorithm over 100 iterations. The fitness value 

decreases rapidly from 76.1 to approximately 74.38 and stabilizes after the early iterations, 

demonstrating fast convergence and efficient optimization with minimal oscillation. 

 

Figure 16: PSO Convergence Curve Showing Rapid Fitness Stabilization 

The Figure 17 presents the final performance metrics of the QR-DSIF framework. Routing 

achieved the highest performance (98%), followed by trust management (85%), while PDR and 

energy efficiency reached approximately 67% each. Delay improvement was 14%, 

demonstrating the framework's effectiveness in routing, security, and overall network 

performance. 
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      Figure 17: QR-DSIF Final Performance Metrics Across Key Evaluation Parameters 

The Figure 18 shows the synchronization delay before and after implementation of the 

optimization strategy. In the original system the synchronization delay is about 86ms while in the 

optimized system the delay is reduced to nearly 75ms. This is a gain of roughly 11ms and 12.8% 

in synchronization performance when compared to the previous version. The reduction of this 

point signifies that optimization method increases the efficiency of coordination between the 

network entities which leads to the faster synchronization and less waiting time during the 

communication process. Reducing synchronization delay helps to increase the responsiveness, 

better utilization of resources and more stable operation of the network. While the overhead isn't 

completely gone, the optimized configuration shows a definite performance improvement when 

compared to the original configuration. Overall, the results confirm the effectiveness of the 

optimization meth. 

 

Figure 18: Synchronization Delay Reduction after Optimization 

Figure 19 shows that the synchronization delay is measured for 100 industrial nodes, with the 

delay in milliseconds. The delays recorded are actually quite different, from around 30ms to 

140ms, reflecting the performance differences in the synchronization itself. The delays of most 

nodes are in the range of 70-110ms, indicating the typical behavior of the system when 

synchronized. Nearly 140 ms peak delays are observed around nodes 35 and 51 with the 

minimum delays being close to 30 ms around nodes 69 and 92. It also shows frequent changes in 
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the curve, reflecting the variation in the communication and processing conditions between 

nodes. Overall, the results indicate that the communication network is functional, with moderate 

synchronization overhead and performance differences from node to node. 

 

   Figure 19: Synchronization Delay Variation across Industrial Nodes 

4. Conclusion 

The results of the proposed QR-DSIF framework demonstrate superior performance 

enhancements, security and resilience for the Industrial Internet of Things (IIoT) network.  The 

Ant Colony Optimization routing method converged quickly when searching for the best route 

allowing routes to decrease from roughly 650 units to 22 units over the course of 11 iterations 

and achieving a routing performance of 98%.  The average trust rating for the blockchain trust 

evaluation was approximately 0.85, with trust ratings ranging from 0.64 to 0.98 which indicates 

that nodes are reliably validated. Consensus agreements were also consistently high, with the 

majority of data falling between the 85% and 90% confidence levels.  Encryption and decryption 

methods and their associated computational cost were low, with an average processing time less 

than 0.001 milliseconds. The execution times for the Kyber lattice-based encryption scheme 

remained stable and consistently between 0.03 ms to 0.04 ms, with recovery accuracy over 100% 

at times.  The Particle Swarm Optimization (PSO) optimization method also converged quickly 

on improving fitness levels, reducing from 76.1 to 74.38 over the course of 12 iterations. The 

distribution of load among edge nodes was kept in the range of 535 to 620 units allowing for 

more efficient use of resources. In addition, the synchronization delay between edge nodes 

decreased from 86 milliseconds to 75 milliseconds, which is a 12.8% reduction. In summary, the 

quantitative findings support that the proposed framework results in effective routing, strong 

security, balanced resource management and improved network performance.  
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