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Abstract 

Purpose: This study proposes a significantly improved method for detecting, classifying, and 

isolating Global Navigation Satellite System (GNSS) signals using the relationship between the 

measured power and the distortion of the correlation function to achieve the signal verification 

required for Global Positioning System (GPS) civil applications such as safe civil aircraft 

navigation. 

Methodology: The suggested approach uses power and distortion measurements in the received 

signal to identify it as jammed, multipath, spoofing, or no-interference. By adding an isolator 

scaling factor to the detector, the signal patterns will be induced with a unique temporary factor 

that will set it apart from the rest and make it possible to easily position each signal in its own zone. 

The detector divides the four signal types into distinct zones for verification. 

Findings: The sufficient signal data is analyzed and the extensive simulation conducted indicates 

that about 94% detection accuracy is achieved which is relatively high. 

Unique contribution to theory, practice and policy: This study is implemented through the 

development of relevant detection software tools with a user-friendly interface for GNSS signal 

detection, validation and analysis. 
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1. INTODUCTION  

The global navigation satellite system (GNSS) is integral to the Communications, Navigation, and 

Surveillance (CNS) infrastructure. Civil and military aviation are among numerous technical 

businesses that rely heavily on GNSS for Positioning, Navigation, and Timing (PNT). Such 

important industries require GNSS's most significant level of service to ensure safety and security. 

For example, the International Civil Aviation Organization (ICAO) specifies four high-quality 

requirements for a GNSS service: integrity, accuracy, availability, and continuity. 

Signals broadcast via GNSS are inherently vulnerable since they are Radio Frequency (RF) waves 

that may be attenuated upon landing on the Earth's surface, making them more sensitive to various 

external attacks, both purposeful and unintended. GNSS signal vulnerabilities can be categorized 

into physical degradation, intentional and unintentional threats as discussed in (Zidan et al., 2021). 

Because GNSS signals travel over wireless channels, the ionosphere introduces frequency-

dependent delays into the signals. This might result in signals being entirely obscured and unusable 

for navigation, or it can create Non-Line-of-Sight (NLoS), which occurs when signals are received 

through a reflected path owing to an obstacle in the Line of Sight (LoS). LoS and NLoS signals 

reach the receiver in other cases, causing multipath interference. However, deliberate and 

accidental threats, mostly jamming and spoofing, provide substantial difficulty. Because GNSS 

signals are below the background noise level at the earth's surface, a small quantity of interference 

is sufficient to jam the receiver. Aside from military jammers, tactics such as Personal Protection 

Devices (PPD) are routinely used to deliberately overpower the relatively weak GNSS signal 

receiver as investigated in (Gao et al., 2016; Karaim et al., 2017), since most commercial receivers 

nowadays still operate only in the L1 band. Unlike jamming, spoofing is purposeful, in which the 

spoofer alters the GNSS signal, amplifies it, and rebroadcasts it with minor but significant Position, 

Velocity, and Time (PVT) anomalies to fool a specific victim, as analyzed in (Ouyang et al., 2015; 

Wu et al., 2020). 

Several ways have been developed to counteract these GNSS dangers utilizing various strategies, 

as explained, classified, and examined in (D. Fabio, 2015; Jafarnia-Jahromi et al., 2012; Meng et 

al., 2022). These include but are not limited to, GNSS receiver stand-alone techniques such as 

receiver measurement consistency checks and Signal quality monitoring (SQM), as well as hybrid 

positioning receiver techniques such as inertial system and communication system integration. One 

of the best hybrid strategies for GNSS signal authentication is a power and distortion monitoring 

methodology provided in (K. Wesson et al., 2016), which forces the spoofer to decide between 

balancing power and the influence on the distortion function. If the attacker transmits a weak signal, 

it will either be insufficient to execute the desired spoofing or cause a significant distortion in the 

correlation function, notifying the anti-spoofer. If the spoofer selects high power, the correlation 

function is unaffected; nevertheless, the anti-spoofer detects a significant rise in received power. 

This is a brilliant but flawed technology with a few drawbacks; one is that clean, multipath, 

jammed, and faked signals have similar power and distortion characteristics, leading to erroneous 
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and missed detections. The overlapping features of the desired and undesirable signals allow 

accidental interference and hostile jammers and spoofers to trick receivers and detectors.  

This research presents an enhanced approach that includes a step for signal isolation into separate 

zones after identification by applying appropriate scaling factors to signal patterns based on their 

unique properties in response to the power and distortion function. Adding an isolator scaling factor 

to the detector will induce the signal patterns with a unique temporary factor that will distinguish 

them from the others with various aspects and allow each signal to be readily located in its zone. 

After scaling, the detector will have four zones: clean, multipath, jammed, and faked signals. After 

gathering the appropriate zones, the scaling factor is reversed to send the original signal to the 

receiver end user. Since this is a signal detection and monitoring strategy rather than a mitigation 

technique, the four isolation zones can be utilized to notify the receiver of any dangerous impurities 

in the GNSS signals. This study uses GPS L1 C/A, the most widely utilized signal for civil aviation 

and nonmilitary applications. 

The rest of the paper is organized as follows. The second section addresses the proposed approach. 

The third section presents the simulation and performance analysis.  Lastly, the paper's conclusion 

is provided in Section IV. 

2. PROPOSED APPROACH 

2.1.  Modified Signal Model 

Prior to beginning the zone separation procedure, the suggested detector checks both the received 

power and the correlation function distortion. 

2.1.1. Power monitoring 

We use and adapt the methodology provided in (Wesson et al., 2018) to monitor incoming power. 

The Automatic Gain Control (AGC) setpoint evaluates power in receivers with AGC-equipped 

front ends. Receivers that do not require an AGC can directly determine received power by 

averaging the squared modulus of discrete samples formed from the mix of legitimate and 

interference signals, 

𝑃𝑚𝑒𝑎𝑠 ≜ 10 𝑙𝑜𝑔10 (
1

𝑇
∫ |�̃�𝑐(𝑡)|2

𝑡𝑘

𝑡𝑘−1

𝑑𝑡) (1) 

The received power 𝑃𝑚𝑒𝑎𝑠 in dB is represented by (1) where �̃�𝑐(𝑡) is combination of authentic 

and interference signals exiting the RF front end over the interval from 𝑡𝑘−1 to 𝑡𝑘 accumulated 

over T seconds 

2.1.2. Distortion monitoring. 

To monitor the correlation function distortion, we use and adapt the maximum likelihood 

estimation model introduced in (Gross et al., 2019) and summarized in this section. This approach 

uses more relevant distortion measurements instead of the symmetric difference metrics utilized in 
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(Wesson et al., 2018). The general correlation function (2) contains all the complex components, 

that is, authentic signal ξ𝐴𝑘(𝜏), the interference signal ξ𝐼𝑘(𝜏). and thermal noise ξ𝑁𝑘(𝜏), 

ξ𝑘(𝜏) =  𝛽𝑘[ξ𝐴𝑘(𝜏)  +  ξ𝐼𝑘(𝜏)  + ξ𝑁𝑘(𝜏)] (2) 

where 𝛽𝑘  is the average value of the scaling factor for the received signal. The correlation 

function's thermal noise component ξ𝑁𝑘(𝜏)  is treated as having independent in-phase and 

quadrature components. Using the maximum likelihood technique to model the correlation function 

ξ𝑘(𝜏)  by considering the interference-free mode, that is, ξ𝐼𝑘(𝜏)  = 0, the authentic signal 

correlation function model is expressed as (3), 

ξ𝐾(δ𝑖) = α𝐴𝑘 exp(𝑗𝜙𝐴𝑘) 𝑅 (δ𝑖 −  𝜏𝐴𝑘) + 𝛽𝑘ξ𝑁𝑘(δ𝑖)  (3) 

where 𝛿𝑖 is the signal location tap, j is the estimation cost, 𝜙𝐴𝑘 is the authentic signal’s carrier 

phase, 𝜏𝐴𝑘 is its code phase and 𝛼𝐴𝑘 its gain-controlled amplitude at time index k. 

These three important parameters for the correlation function, the gain-controlled amplitude 𝛼𝐴𝑘, 

the carrier phase  𝜙𝐴𝑘  and the code phase 𝜏𝐴𝑘 , are then estimated by maximum likelihood 

technique by implementing their linear relationship (4) which estimates the code phase from 

the estimation of the amplitude and carrier phase, where H is the function of the observation matrix, 

ξ𝐾 = 𝐻(𝜏𝐴𝑘, δ)α𝐴𝑘 exp(𝑗𝜙𝐴𝑘) (4) 

Finally, the distortion is computed through the designer’s estimates of the component 𝜏𝐴𝑘  →  𝜏𝐴𝑘 ́  

which leads to the evaluation of the estimates 𝛼𝐴𝑘  →  𝛼𝐴𝑘 ́  and 𝜙𝐴𝑘 → 𝜙𝐴𝑘 ́ . Here, the distortion 

measurement 𝐷𝑚𝑒𝑎𝑠 is taken as cost 𝐽𝑘 of the estimates {𝛼𝐴𝑘 ́ , 𝜏𝐴𝑘 ́ , 𝜙𝐴𝑘 ́ } as (5) where Q is the 

Toeplitz matrix for the complex gaussian thermal noise. 

𝐷𝑚𝑒𝑎𝑠 = ‖ ξ𝐾 −  𝐻(𝜏𝐴𝑘 ́ , δ)𝛼𝐴𝑘 ́ exp(𝑗𝜙𝐴𝑘 ́ ) ‖𝑄
2  (5) 

2.2. Signal classification  

By monitoring the 𝑃𝑚𝑒𝑎𝑠  and 𝐷𝑚𝑒𝑎𝑠  , the received GNSS signal can be classified into clean, 

multipath, jamming or spoofing based on its characteristic reaction to power and distortion dynamic 

in the first part of the detector. For the first part of the detector, signal classification, the observation 

vector 𝑍𝑜𝑏𝑠 in (6) is modeled as a random variable within the observation set based on the received 

power and the distortion metrics. Using the Bayesian M-ary hypothesis, the same hypothesis 𝐻𝑖, 

i∈𝐼𝐶𝐿={0,1,2,3} previously proposed in (Gross et al., 2019; Wesson et al., 2018) can be used to 

classify the signal. 

𝑍𝑜𝑏𝑠 = [𝐷𝑚𝑒𝑎𝑠 , 𝑃𝑚𝑒𝑎𝑠]𝑇 (6) 
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2.2.1. Clean 

Clean signal is classified as 𝐼𝐶𝐿=0, to represent the desirable interference-free signal. Here the 

𝐷𝑚𝑒𝑎𝑠 is low since the only the thermal noise is present and the interference power advantage over 

𝑃𝑚𝑒𝑎𝑠 is zero since it has no effect on observation risk.  

2.2.2. Multipath 

Multipath is classified as 𝐼𝐶𝐿=1, to represent an uncorrelated error which arises when a portion of 

the satellite signal reaches the receiver after reflections or scattering off the ground or an obstacle. 

The 𝐷𝑚𝑒𝑎𝑠 is low when the multipath is low and increases with its severity. The 𝑃𝑚𝑒𝑎𝑠 is lower 

in multipath since when the authentic signal is not obstructed, it has a higher power output than an 

echo, whose increased path length and interference with reflective surfaces reduces its output. 

2.2.3. Spoofing 

Spoofing is classified as 𝐼𝐶𝐿 =2, to represent the fake signal modified by the attacker. Since 

successful spoofing requires a spoofing signal to be at least as strong as the authentic signal, the 

interference power advantage over 𝑃𝑚𝑒𝑎𝑠 is taken as at least 1. The 𝐷𝑚𝑒𝑎𝑠 for spoofing has a 

wider range in comparison to multipath. 

2.2.4. Jamming 

Jamming is classified as 𝐼𝐶𝐿=3, to represent interference on frequencies from external sources. 

Because weaker jamming is both harmless and common enough to be unnoticed, its power 

advantage over 𝑃𝑚𝑒𝑎𝑠  is estimated to be at least 1. Also, since the gain-controlled correlation 

function is barely affected by jamming, its 𝐷𝑚𝑒𝑎𝑠 nearly the same as in clean signal. 

2.3. Signal zonal isolation 

To improve the detection process and refine the analysis, we propose including a signal zone 

isolator in the detector's second component. To further comprehend the function of this detector's 

two primary sections, consider the following hospital example. The first component of the detector, 

the signal classifier, is similar to categorizing patients into distinct symptomatic groups based on 

lab test findings. The second component, the zone isolator, is similar to splitting patients into 

various medical wards based on their classification group to allow for more continuous study. 
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The ξ𝐾(δ𝑖) will go through the second part of the detector for zonal isolation. For better clarity of 

signal distribution and zonal isolation, we propose taking advantage of the multipath estimator in 

(Gross et al., 2017) as a third dimension of the signal distribution. In (7), the zonal isolator 𝛹𝐼𝑆 is 

a 3-dimention observation vector with 𝐷𝐼𝑆, 𝑃𝐼𝑆, 𝑀𝑃𝐸𝐼𝑆 as distortion, power and their relative 

multipath estimator values respectively in the isolation state. 𝐷𝐼𝑆  and 𝑃𝐼𝑆  are directly passed 

from 𝐷𝑚𝑒𝑎𝑠 and  𝑃𝑚𝑒𝑎𝑠 from (6), and 𝑀𝑃𝐸𝐼𝑆 is from the multipath estimator value. 𝐼𝑆𝑃, 𝐼𝑆𝐷, 

and  𝐼𝑆𝑀𝑃𝐸 are the isolation scales for power advantage, distortion and multipath estimation. The 

isolation scale is decided based on the parameters used in the simulation to set different signals 

into different zones in 3-dimention space. 

𝛹𝐼𝑆 = [ 𝑃𝐼𝑆, 𝐷𝐼𝑆, 𝑀𝑃𝐸𝐼𝑆 ]𝑇 + [ 𝐼𝑆𝑃, 𝐼𝑆𝐷 , 𝐼𝑆𝑀𝑃𝐸  ]𝑇 (7) 

The isolation scale for  𝐼𝐶𝐿=0 is [0 0 0] for the authentic signal to remain in the original unaltered 

zone. For 𝐼𝐶𝐿= 1, the 𝐼𝑆𝐷 is increased to isolate multipath signal from clean signal zone since the 

severity of multipath increases with its distortion. For 𝐼𝐶𝐿= 3, power scale is increased to cause 

more spike in the jamming since it’s power advantage to the clean signal is at least 1 and 

unnoticeable for weaker signals. For 𝐼𝐶𝐿= 2, all the three scales can be increased based on the pre-

established zones in clean, multipath and jamming signals so as to avoid zonal interference. There 

is no set formula for producing isolation scales. Still, the designer should include a realistic trigger 

in the above directions for best results to maintain a distinct separation between the zones. Because 

the power and distortion levels in the isolated zones are triggered and scaled from the genuine 

signal measurements, all of the established zones are only briefly configured for signal 

authentication and analysis. After all of the zones have been formed and recorded, the detector 

r(t) 

AGC 

𝛽(𝑡) 

Zone 1 

Zone 2 

Zone 3 

Zone 4 

𝐻(𝜏𝐴𝑘, δ) 

1

𝑇
∫ (. )𝑑𝑡

𝑡𝑘

𝑡𝑘−1

 

 
ξ𝐾(δ𝑖) 

𝑟(𝑡)𝛽(𝑡) 

+𝛹𝐼𝑆 
−𝛹𝐼𝑆 

Detection 

End 

user 

Fig. 1. The framework showing both the classifier and zonal isolator parts of the proposed 
detector 

DETECTION SECTION 

ISOLATION SECTION 
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negates the isolation scale values, reverting the signal to its unscaled condition before displaying it 

to the user. 

3. SIMULATION AND ANALYSIS 

3.1. Simulation setup 

We implement the code given in (Gross et al., 2019; Wesson et al., 2018) and modify it per this 

study proposal. The modified code is then used to develop part of a relevant simulation software 

in Fig. 1 with a user-friendly interface for GNSS signal detection, validation and analysis.  

This software is developed by the authors and has the official copyright. It is only available upon 

a reasonable request sent to the corresponding author or the institution. 

3.2. Data Generation  

The GNSS receives for civil aviation applications have an acquisition threshold certification as 

described in (Eurocae, 2023; Novella et al., 2022; RTCA, 2018). To validate the quality of the 

GNSS signal at the receiver,  in this study, the standard GPS L1 C/A parameters are set and the 

signal data is generated, which will be used for classification and analysis. 

The parameters are set to simulate data using the same configuration as used in the real data 

provided in TEXBAT dataset (Humphreys et al., 2012), and utilize it for spoofing detection 

performance analysis based on the proposed approach. TEXBAT is a battery of recorded spoofing 

scenarios has been compiled for evaluating civil Global Positioning System (GPS) signal 

authentication techniques. The battery can be considered the data component of an evolving 

standard meant to define the notion of spoof resistance for commercial GPS receivers. Signal data 

Fig. 2. The interface of the relevant developed detection software tool (GSVET). 
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is simulated from the corresponding software in Fig. 2, and will be utilized for classification and 

analysis. 

To generate this data, we run 6 extensive Monte-Carlo simulations of 100,000 trials each with the 

same parameters. Four simulations are of individual non scaled isolated signal outputs as clean, 

multipath, jamming and spoofing. The other two simulations are of all signals in their isolated 

zones after +𝛹𝐼𝑆  and non-isolated zones after −𝛹𝐼𝑆 . Power in authentic signal is set to -158 

dBW, power advantage of interference signal used is 18 dB, thermal noise floor of -204 dBW/Hz 

and the standard deviation of in-band power measurement of 0.4dB. Setpoint for AGC on which 

the incoming signal will be scaled is -130 dBW, bandwidth over which the received in-band power 

is measured is 2MHz and bandwidth over which the AGC operates is 20MHz. The number of non-

authentic multi-access signals is set to 7, chip interval of 1µs with an accumulation interval of 0.1s 

and the number of taps is set to 15. Zone isolation parameters are in Table 1. Other parameters 

including the decision regions classification matrix are as in original code. 

All the simulations were run on an 11th Gen Intel(R) Core(TM) i7-1165G7 @ 2.80GHz 2.80 GH 

64-bit operating system, x64-based processor, 32.0 GB RAM machine for about 21 hours and 

recorded about 102GB of data. The visualization of the recorded data is presented in Fig. 3 to Fig. 

5. 

Table 1 

Zone isolation scale parameters 

Scenario 
Power advantage scale, 

𝑰𝑺𝑷 (dB) 

Distortion function scale, 

𝑰𝑺𝑫 

Multipath estimator scale, 

𝑰𝑺𝑴𝑷𝑬 

Clean 0 0 0 

Multipath 0 1,500 0 

Jamming 3 0 0 

Spoofing 5 100 10,000 
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3.3: Results analysis 

The output from the detection software for the isolated zones after the application of +𝛹𝐼𝑆 is 

presented in Fig. 6 showing the signal distribution in their isolated zones in relation to the power, 

distortion and multipath estimator. Fig. 7 shows the non-isolated signal distribution after the 

application of −𝛹𝐼𝑆. Since the clean signal zone is not scaled, that is [𝐼𝑆𝑃, 𝐼𝑆𝐷 , 𝐼𝑆𝑀𝑃𝐸]𝑇 = [0 0 

0], the green zone is with exact measurements of the power and distortion for the no-interference 

signal. 

Fig. 3. Visualization of magnitude response for simulated jamming, 
spoofing and multipath signal in blue, red and yellow respectively. 

 

Fig. 4. Visualization of phase response for simulated jamming, spoofing and 
multipath signal in blue, red and yellow respectively. 

Fig. 5. Visualization of error bar of the simulated clean signal data. 
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Further simulation is conducted by adjusting the Interference Power Advantage (IPA) from as low 

as 10dB to as high as 20dB while other parameters are set as mentioned earlier. The results 

presented in Fig. 8 shows the isolation of interfered and clean signal is successful at all tested 

power advantages. 

 

The individual interference-free zone, depicted in Fig. 9 (top left), is our target region for a good 

GNSS signal. In the isolation state, there is no misclassification of multipath and interference-free 

zones, independent of the error cost, even though the two zones have almost identical shapes in all 

three dimensions in their isolated zones. Figure 9 (top right) shows the individual zone for 

multipath in the non-isolated condition. Compared to the multipath estimator, the interference-free 

Fig. 6. GPS signal isolated to clean, 
jamming, spoofing and multipath zones 
in green, blue, red and yellow colors 
respectively. 

IPA = 18dB 

Fig. 7. GPS signal in non-isolated state 
as clean, jamming, spoofing and 
multipath in green, blue, red and 
yellow respectively. 

IPA= 18dB 

IPA= 10dB IPA= 12dB IPA= 14dB 

IPA= 16dB IPA= 18dB IPA= 20dB 

Fig. 8. GPS signal distribution in individual zones classified as clean, multipath, jamming and 
spoofing from left right, top down. X = Power, Y =Distortion and Z = Distribution(MPE) 
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zone begins low, rises, and falls as more power is applied. However, the jamming zone maintains 

its existence to a more significant power advantage of roughly 14 dB, including the scaled value, 

before fading away. Figure 9 (bottom left) shows the unscaled jamming signal distribution in the 

non-isolated state. Spoofing and clean signals are separated in the isolated state, unlike in the non-

isolated state. Figure 9 (bottom right) depicts the spoofing signal zone in its non-isolated form. It 

has been noticed that when the spoofer utilizes less power advantage, the spoofed signal, although 

interfering with the clean signal zone, has substantially more significant distortion than the detector 

detects. In the instance where the spoofer employs a more considerable power advantage, even 

while the signal distortion interferes with the clean signal, the power is substantially higher and 

more noticeable.  
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For interference free or clean signal zone alone, simulation is conducted by adjusting the 

Interference Power Advantage (IPA) from as low as 10dB to as high as 20dB while other 

parameters are set as mentioned earlier. The results presented in Fig. 10 shows the isolation of 

interfered and clean signal is successful at all tested power advantages. 

Clean zone Multipath zone 

Jamming zone Spoofing zone 

Fig. 9. GPS signal distribution in individual zones classified as clean, multipath, jamming and 
spoofing from left right, top down. 
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Regardless of the power advantages from the attacker being changed, the detector is successful at 

isolating the clean signal in every scenario. This simulation is repeated for different parameters, 

including even lower power advantages from 1dB to 9dB and the detection and isolation of the 

clean zone from the rest is obtained at high rate. 

For multipath signal zone alone, again, the simulation is conducted by adjusting the Interference 

Power Advantage (IPA) from as low as 10dB to as high as 20dB while other parameters are set as 

mentioned earlier. The results presented in Fig. 11 shows the isolation of the multipath signal from 

the rest is successful at all tested power advantages. 

For jammed signal zone alone, also the simulation is conducted by adjusting the Interference Power 

Advantage (IPA) from as low as 10dB to as high as 20dB while other parameters are set as 

mentioned earlier. The results presented in Fig. 12 shows the isolation of the jammed signal from 

the rest is successful at all tested power advantages. 

IPA = 10dB IPA = 12dB IPA = 14dB 

IPA = 16dB IPA = 18dB IPA = 20dB 

Fig. 10. Interference free GPS signal distribution with Interference Power Advantages from 
10dB to 20dB, from left right, top down. X = Power, Y =Distortion and Z = MPE Distribution  
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IPA = 10dB IPA = 12dB IPA = 14dB 

IPA = 16dB IPA = 18dB IPA = 20dB 

Fig. 11. Multipath GPS signal distribution with Interference Power Advantages from 10dB to 
20dB, from left right, top down. X = Power, Y =Distortion and Z = MPE Distribution 

IPA = 10dB IPA = 12dB IPA = 14dB 

IPA = 16dB IPA = 18dB IPA = 20dB 

Fig. 12. Spoofed GPS signal distribution with Interference Power Advantages from 10dB to 20dB, 
from left right, top down. X = Power, Y =Distortion and Z = MPE Distribution 
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Finally, for spoofed signal zone alone, the simulation is also conducted by adjusting the 

Interference Power Advantage (IPA) from as low as 10dB to as high as 20dB while other 

parameters are set as mentioned earlier. The results presented in Fig. 13 shows the isolation of the 

spoofed signal from the rest is successful at all tested power advantages. 

 

The detector in Fig. 1. is used to analyze the signal data collected in between +𝛹𝐼𝑆 and −𝛹𝐼𝑆. 

The patterns for the zone isolations are presented in the 3-dimetion model in Fig. 14. The four-

color patterns represent signal detection regions in relation to power-distortion dynamic. The areas 

without color overlap represent correct detection while areas where color overlap occurred 

represent false detection. The areas with color overlap and with no overlap were calculated and 

showed an approximately 94% of correct detection was achieved using (8),  

𝐴𝑟𝑒𝑎 𝑜𝑓 𝑧𝑜𝑛𝑒𝑠 𝑤𝑖𝑡ℎ𝑜𝑢𝑡 𝑐𝑜𝑙𝑜𝑟𝑠 𝑜𝑣𝑒𝑟𝑙𝑎𝑝

𝐴𝑟𝑒𝑎𝑠 𝑊𝑖𝑡ℎ 𝑐𝑜𝑙𝑜𝑟 𝑜𝑣𝑒𝑟𝑙𝑎𝑝 +  𝑊𝑖𝑡ℎ𝑜𝑢𝑡 𝑐𝑜𝑙𝑜𝑟𝑠 𝑜𝑣𝑒𝑟𝑙𝑎𝑝
 ×  100% ≈ 94.17% (8) 

IPA = 10dB IPA = 12dB IPA = 14dB 

IPA = 16dB IPA = 18dB IPA = 20dB 

Fig. 13. Multipath GPS signal distribution with Interference Power Advantages from 10dB to 
20dB, from left right, top down. X = Power, Y =Distortion and Z = MPE Distribution 
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Fig. 14. Detector’s output zones for GNSS signal authentication. 

4. CONCLUSION 

This study presents an improved technique for GNSS signal detection and validation through the 

power-distortion dynamic. Though the relevant detection and analysis software tool developed, we 

showed how the isolation of signal into different zones reduces the chances for interference of the 

clean signal with the multipath, jammed and spoofed signals. The simulation results support this 

detection technique with great detection results of the GNSS signal data tested. The isolation of 

signal into separate zones also made significant simplification and clarity to the analysis procedure 

of the GNSS signal. The simulation and data used are based on civil GPS L1 C/A signal which is 

still used in many areas of aircraft navigation, however, in order to increase accuracy through 

ionospheric correction and resilience by signal redundancy, future aircraft will employ L5 in 

conjunction with L1 C/A. The future direction for this research is on GPS L5 which is currently 

pre-operational in civil aircraft navigation. 
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